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 Abstract 

This thesis aspires to put the smart home application into practice by 

enhancing home control management, security, increasing comfort, and lessening 

power consumption by employing identification techniques, web technologies, the 

Internet of Things (IoT), Global System for Mobile (GSM) service, and cloud 

services. To achieve this, the research project has been divided into three 

interrelated parts. Each part consists of sets of significant tasks that contribute to 

achieving the planned aims of originating the smart home management system: 

secure, comfortable, and with less energy consumption. The first part is termed a 

Home Authorization System, the second part is named the Electronic Control 

System, while the third part is the designated Home Appliances Network System  . 

The Home Authorization System is divided into two interconnected phases. 

The first phase is the RFID technique that has been used for controlling the home 

door and to confirm the recognition module outcome and allow the system to 

distinguish between members with similar faces such as twin or in the case of using 

fake image face. The proposed methodology is 100 percent effective in scanning 

the RFID tags and executing the associated system tasks. The second phase is the 

facial recognition module. A special database of members' photos has been 

originated as identity recognition references (for leaving and entering the home). 

It consists of three main stages as follows: motion detection, face detection, and 

face identity.  The highest recognition accuracy results by implementing the 

proposed CNN algorithm recorded with the local dataset, ORL dataset, and real-

time tests reached 100%, 100%, and 98.75% (Test set is 10% and the Train set is 

90%) respectively, and the average time to recognize the members was around 2.3 

seconds. This technique provides ease of use of the application functions by users 

with minimal physical effort, especially disabled or elderly members. 

The Electronic Control System receives the member ID index resulted from 

the recognition module. The system operations have been implemented via two 
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subsystems. The first is an Automated Electronic Control that operates based on 

the recipient member's ID index. Next, the system takes the relevant decision, in 

the form of commands, and sent to the home appliance network system for 

implementation. The second subsystem is called the Manual Electronic System 

that consists of two options, the online system website, and GSM service. This 

subsystem allows the home administrator to perform some required parent tasks 

remotely and receive alert notifications in emergencies. This process increases 

member comfort, reduces unnecessary consumed power, and home safety 

effectively.        

The Home Appliances Network System is responsible for controlling the 

Electronic-Electric board according to the commands received from the Electronic 

Control System, or via commands that have been issued by the Automated 

Electronic Control or by the home Administrator. Moreover, a special 

questionnaire has been created that reflects the interaction of the questionnaire 

samples in terms of the impact of the functions covered by the proposed system to 

achieve the desired aims of designing smart home systems.   
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Chapter One 

     Introduction 

 1.1 Overview 

 Home appliance control has gained a great interest in the scientific 

community because of its high influence in the process of system automation 

design. Smart home design applications consist of sensor-based monitoring 

systems connected to the home appliances to record and react to the home 

appliances’ events.  The real objective of the home system design is to reduce 

home member’s efforts and support appliances’ automation applications with 

consistency and optimal security [1] [2].  

The genuine challenges in constructing robust and secure smart home 

systems are to provide the highest control management structure and the best 

security performance level for the home environment and home members. 

Security techniques, such as biometrics methods, have been used as a security tool 

in-home system automation and control applications. Facial recognition 

technology is used in automation systems. The home automation design based on 

the recognition of a person using face features enables the smart system to control 

the system members’ accessibility to home resources automatically. The home 

administrator monitoring and control over the resources can be done totally 

remotely [3] [4].     

 Home appliance automation and control have become an urgent necessity. 

This is related to the population growth and smart systems advancements. 

Automated home system appliances include lighting, heating, air conditioning, 

safety alarms, and access to security controls. Automated smart systems embed 

switches and sensors in their electrical devices which are connected to an onboard 

central portal that works to turn devices off and on. The control system works 

through running a web-based application as a user-friendly interface. Multiple 

resources are used in Internet of Things (IoT) applications design; these include 
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various applicable sensors, wired and wireless networks and other electronic 

control boards and connectors. Moreover, automatic intelligent application 

structures need smart software to develop this application, which in turn promotes 

data transmission in the responsive system [5] [6]. 

The home automation system gives the user more control over their devices 

and can simplify many manual activities. It plays a key role in preparing a suitable 

design to meet the needs of members in the ways of energy saving, comfort, and 

other related functions. Enormous various sensor types of equipment are supplied 

into the smart home structure, enabling better management via fire identification, 

water level measures, and other alarming devices. Sensors work along with the 

home system networks, like Wi-Fi, Bluetooth, Zigbee, and so on [5] [7].   

Recently, IoT plays a foremost role in smart technologies by linking multiple 

home devices, connecting them together. The IoT based design has higher 

productivity for automated systems by providing remote control functions without 

human interference. An IoT model has been established based on auto-

configuration and smart objects linked to a dynamic wide area network. IoT 

architecture is mostly constructed to address the processing capability of everyday 

life used devices, widely extended, with controlled processing and storage 

amplitude, which involves related consistency, powerful security, privacy, and 

productivity [6].  

Smart home system automation is the new robotics construction which 

includes organizing and automating techniques, incorporated with remote 

monitoring and controlling of smart home resources. Examples of those home 

gadgets are hairdryers, refrigerators, ovens, and other electronic implements, 

computerizing security, ventilation devices, lighting, and other air conditioners 

devices [5].   
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One of the topics that many researchers have concentrated upon is the layout 

and the design of intelligent cities or homes. There is a possibility of 

communicating with the outside world using state-of-the-art technologies to 

control the home environment remotely. For instance, one of the biometric 

techniques (e.g., gate behavior, facial recognition, and speech) can be used, 

especially which does not require the users to expend physical effort to control 

the home environment [8].  

Among biometric-based human recognition technologies, facial recognition 

has been known as the flagship and most common technique relative to others 

over the last few decades. The procedure of facial recognition can be described as 

follows: there is a database consisting of various faces, images of known people 

that are snapped under different conditions such as pose, light, accessories, 

expression, which is used as a training sample; a single input face image is used 

as a test sample, and the recognition approach aims to check or establish the 

identity of the detected face in the input test image with the images in the train 

dataset [9] [10].  

Biometric-based recognition technologies have been developed as the 

alternative more proficient in identifying people in recent times, rather than 

confirming individuals and allowing them access to safe places such as electronic 

exchange bank issues using passwords, PINs, key cards, or plastic cards [8].  

In recent decades, security applications have witnessed tremendous 

development, and this is due to the technological revolution that most fields are 

witnessing, especially in the field of smart technologies. The facial recognition 

method for identifying individual identification is a major method in the field of 

biometrics. Nowadays, if someone appears in a video or digital photo, it can be 

recognized automatically by the face recognition system (FRS), which is an 

essential method for improving security issues [9] [10] [11].  

For the purposes of authentication or identification issues, many strategies 

and mechanisms have been employed; however, almost all innovations involve 
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some physical actions by the users. For instance, in order to identify individuals 

by his/her eye of the iris or retina, a user needs to stay in a fixed position in front 

of the camera or through finger then the user must place his/her hand on the palm 

rest to take a fingerprint. However, it is possible to identify individuals without 

expending any physical effort by the users using the face print. The face print is 

captured from a distance by the camera. In contrast, low resolution, brightness, 

contrast in-person positions, and variation of illumination are some of the 

drawbacks of this technique [9] [11] [12]. 

The concept of the Face Recognition System (FRS) is to identify individuals 

(known or unknown identity) via an individual's faceprint. Due to the challenges 

of individual identification through faceprint being highly dynamic, artificial 

intelligence and computer vision techniques offer many solutions to enhance the 

recognition accuracy rate [12].  

Face recognition in real-time applications is an inspiring and rapidly growing 

challenge. The process of recognizing the human face is not an easy task, 

especially since the faces are captured and prepared for the recognition process 

under different conditions such as lighting, positions, and the method used to 

extract facial features. One of the most popular categories of biometrics is the 

recognition of individuals via facial features, and it is called a "recognition 

scheme" [13].  

1.2 Statement of the Problem  

Enhancing the home management in terms of privacy and security plays an 

important role for controlling and monitoring the home environment. In addition, 

it can reduce energy consumption based on controlling home appliances and the 

environment remotely anywhere at any time.  

The face recognition technology is a biometric technique based on human 

facial features. Since it is a non-physical method, no action is required from 

members for the recognition process of faces. This aspect improves smart home 
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management based on member profile information, such as priorities and 

privileges for all home residences. Besides, integrating the biometric system with 

IoT technology will give the system an efficient improvement in the quality and 

the speed of the communication to apply the fast and correct action reliant on the 

recognition module result. Furthermore, other techniques and tools can be created 

to allow the home administrator to monitor members, control home appliances, 

and home management overall. Integrating various technologies such as web 

technology, GSM services (If the Internet services are not available at 

administrator location), cloud services, and mobile application should be used to 

monitor home members and control home environment anywhere and at any time.   

1.3 Aims of the Thesis 

This thesis aims to integrate biometric facial recognition technique 

(intangible behavior) with IoT principles to enhance smart home management 

systems. The home environment control section relies on the home member 

profile (priorities, privileges, and recognition indexes). The development of a 

responsive web application on the cloud server is used by the authorized 

administrator/member anywhere and at any time to enhance security, increase 

convenience in smart home use, and increase energy saving. Besides, there is an 

exception for the elderly or disabled members, if necessary.  

The proposed system covers many important aspects of daily human life 

reacquiring smart home control management systems. They are easy to use, 

inexpensive, reliable, safe, saving energy consumption, control home appliances 

(manually and automatically), monitor member activities, provide home comfort 

for members with special needs, and are adaptable to the needs of home members. 

A survey was designed to find out the opinions of the people who are familiar 

with the IoT technology. Thanks to this survey investigation, the proposed model 

of home security was verified and enhanced.   
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1.4 Contributions 

In this thesis, numerous functions (contributions) were created and enhanced 

to improve the security, member's comfortability, and reducing unnecessary 

power consumed in the home environment. These contributions can be 

summarized as follows: 

1. Creating a Real-Time Member Identification Index System (RTMIIS) by 

integrating RFID technology with the face recognition module into a Real-time 

authentication system in order to be used for members’ identity verification 

operations. 

2. Creating and enhancement secure smart home system using Convolution 

Neural Network method for facial recognition procedure in the home 

member’s identification module (Real-Time Face Recognition System). 

3. Designing and creating an Online Smart Home Management System 

(OSHMS) based on web interfaces to enable the administrator to use smart 

home management application functionality. For example, monitoring 

household members (in or out of home) and the home environment, 

adding/modifying members’ settings, and making changes to the home 

environment according to the current requirements (e.g., Open door remotely). 

4. Introducing and applying a new strategy of a home environment control, by 

applying a member’s priority and privileges that is automatically associated 

with the dual user authentication system result. 

5. Designing and implement a new Electronic-Electrical Board module to allow 

members to implement the system functions in the real environment, or 

enabling the system to implement its functions automatically. 

6. Providing a manageable home environment that gives the individuals the ability 

to control their assigned authorities in real-time run automatically, manually, 

and remotely.  
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7. Proposing and implementing a new concept of home environment control, 

which is conducted automatically by the system when there are no members 

are at home, which is called a "Safe Mode". 

8. Creating a home control unit that controls the system functions remotely 

through a responsive web-based application or GSM services module. 

9. Designing the alert system for the following three cases: the RFID alert system, 

the face recognition alert system for both human face detection cameras 

(entering or leaving the house), and the GSM alert system for the home 

environment in case of emergencies. 

10.  A special questionnaire has been established and implemented to take the 

views of different samples of respondents about the effectiveness of the 

proposed design concerning the functions included in it. 
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1.5 Layout of the Thesis 

The thesis has the following layout: 

Chapter Two    Explains the principal concepts of smart homes generally, 

biometric technique (face recognition), cloud computing, IoT, 

microcontroller, web technologies, and a discussion about 

websites and databases. Also, a collection of recent works 

related to the thesis topic and the comparison process are 

presented.  

Chapter Three Presents the proposed smart home system, which is a 

combination of some IoT, cloud services, face recognition, 

website interfaces, and microcontroller techniques. Then, it 

explains the steps of implementing these techniques in building 

a smart home schema and questionnaire procedure. 

Chapter Four   Presents the evaluation and assessment of the proposed smart 

home system and its end member interfaces. 

 Chapter Five    Presents the conclusions for the proposed smart home system  

                            and suggestions for future works. 
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Chapter Two 

Background Theory 

2.1 Overview 

Since the beginning of the technology revolution, computers have been used 

to control various systems. The principle of artificial intelligence has been 

adopted and applied in new systems to meet the requirements of people such as 

parents, people with special needs, elderly people, patients and children in the 

home living environment [14] [15].  

The idea of home automation systems has been discovered in the late 1970s 

for enhancing the comfort of households. The smart home is a combined system 

of different types of devices and technologies that contain, for example, lighting, 

cooling, TVs, personal computers, excitement, security, and camera frameworks, 

and parts of the smart home system can be synchronized to each other, and they 

can be controlled remotely [16].  

In the smart home environment, the security of the home can be increased 

and the consumption of electricity can be decreased. Therefore, the use of smart 

technology to its full potentials such as telecommunications technology, 

electronic devices, and electrical appliances, composite processors, and sensors 

are available to achieve the goals of smart homes [17].  

Nowadays frameworks of smart home comprise switches and sensors that 

associated with a focal center point, sometimes called a "portal" through which 

the framework has control using biometric techniques [18]. In general, 

Information and Communication Technology (ICT) as shown in Figure 2.1 is used 

in intelligent houses to push the home and the living environment to higher 

conditions level style [15]. The whole concept of a smart home is the pinnacle of 
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home technology that it may imagine nowadays. Although the gap between reality 

and imagination remains wide [19]. 

2.2 The Objectives of Smart Home Applications 

Advanced automated systems are created and designed to perform different 

software tasks and processes that determined beforehand, such as controlling 

users' immediate needs of turning on/off lighting, opening, and closing doors, 

turning on/off multimedia, temperature, necessary household appliances within 

the home network, and many other operations [14].  

 However, it is a very significant field for research that may provide 

invaluable assistance to patients, people with special needs, and others via 

remotely monitoring them and controlling their home environment anywhere and 

anytime [20]. 

Open data 

Accessible data network 

Transform Inform Enable 

Basics requirements such as light, 

health..etc. 

Mobility 

Privacy, 

Personal 

independency 

Technical 

structure 

ICT Role 

Value 

Prioritization  

Figure 2.1: Role of ICT [15].  
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 Based on the previous logic, several key factors have been evaluated and 

relied on smart home environments such as safety, energy consumption, increased 

real-time automation of home appliances, simplified power management, and user 

convenience. Moreover, smart home automation systems principal objectives are 

demonstrated in Figure 2.2, according to [21] [22].  

The living home environment around home members has become more 

convenient with more comfortably when using smart technology at home. The use 

of ICT within the smart home technology system provides innovative smart 

services as well as intelligent automated services anywhere/anytime to its 

residents. The structure of the smart home components which are connected to the 

Internet are heterogeneous and dynamic nature, so attention must be paid to these 

characteristics in terms of authentication, privacy, and security [23]. 

 The functions that should be covered by home automation, have been 

classified into three categories [24]: 

Smart 

Home 

Monitoring  

Comfort 

Intelligent 

services 

Convenience 

Energy and other 

resource 

management 

Security 

and safety 

Control 

Entertainment 

Figure 2.2: The goals of smart home automation systems 
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1- Supporting the functions of basic housing: These functions are directly 

related to comfort and optimal consumption of energy resources, including 

facilities for the use of electronic devices [24].  

2- Security: The security environment of people is not at risk when its reliance 

on information technology. Security functions can be restricted and linked to 

physical access to environment or health purposes. 

3- Support for Autonomy: In the context of living environments, the focus is on 

developing tools to improve the users' independency to serve themselves. In 

addition to monitoring, these smart tools should provide methods to help them in 

case of emergencies and enhance their connection to the outside world [25] [24]. 

2.3 Concepts of Smart Home 

Today's life revolves around the idea of automation and also what the 

machine controls will be the next generation of smart things [26]. Generally, 

people spend a long time at a day at home doing activities such as sleeping, eating, 

relaxing, etc. Therefore, it is not surprising that the home environment plays a 

major role in providing health care, lifestyle, and well-being [27].  

Recently, many pieces of research have been presented in the field of home 

automation, to achieve safe, healthy, and comfortable objectives for the home 

environment with reducing energy consumption for home appliances [28]. 

Whereas classic home power outlets have wired switches and sockets, and users 

must physically turn the on or off home appliances; therefore, users cannot control 

or monitor home applications anywhere / anytime remotely [29].  

2.4 Smart Home Trends 

A smart home is a home having several applications tasks based on smart 

technologies. Figure 2.3 presents some important developments in smart home 

systems [15] [30]. 
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2.4.1 Intelligent Framework for Security 

An important aspect of any technological smart home system is security 

solutions, which the system providing to the home environment and its users [15]. 

In general, safety is an important concept of smart homes as it is an extension of 

the concept of security, which is the most important feature in the smart home 

systems environment [31].  

By employing well-designed network connectivity, the smart home system 

provides the composure to the home residents wherever they are by sending alerts 

via smart system about activities that happen inside the home or in an emergency. 

Smart home with technology helps to provide security for users, monitor home 

residents, reduce unnecessary energy use, increase user comfort, home care 

aspects, and provide proactive services when something happens at home, then 

the smart home is the best solution to such requirements [31]. 

2.4.2 Automatic Door Control Devices 

Home members are allowed to have an access to home using one of the 

biometric techniques such as faceprint, fingerprint, etc. or other methods such as 

Smart 

Home 

Smart home for 

better life 

Childcare 

Eldercare 

Energy efficiency 

Advanced 

Security System 

Healthcare 

Automatic Door 

Lock 

Figure 2.3: Types of Smart Home Applications. 



 

14 
 

RIFD, so, automatic home door that works automatically may use instead of using 

classical methods such as keys [15]. One of the basic principles of smart home 

technology is that the design of smart home systems based on a network of 

connected home appliances through the Internet, such as automatic door locks, 

multi-purpose sensors (safety, gas monitoring, temperature, etc.), lighting, and 

other household appliances [32].  

2.4.3 Home and Health Care 

In recent years, the aging rate of the world's population in various countries 

has become high, which may negatively affect them. Therefore, designing a smart 

home system helps positively home residents of all ages to achieve their daily 

activities with less effort, get the best quality of life, and maintain their privacy 

[33]. It is worth noting that the use of smart healthcare technology to monitor the 

elderly and patients is of great importance in terms of health monitoring. In this 

theory, the early warning system of emergencies provides an important means of 

an emergency (risk situations) to the health of the elderly or patients, as well as 

these systems, help to reduce treatment in hospitals significantly [33] [34]. 

2.4.4 Wireless Energy Providing 

In the past and nowadays, people use wires to connect the home electronic 

devices used in the smart home applications count on limitless home appliances 

and objects based on IoT principles. Power-driven plugs or Lithium batteries 

could be used to powering system devices, and the power could be transferred to 

local system resources by using Wireless Power Transfer (WPT) with magnetic 

fields for short-distance power transmission homes [35]. 

2.4.5 Programmable  

One of the most important trends of smart home technology is using such 

technology to create a smart grid for manage energy inside the house compared 
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to the traditional in-house electrical grids, in order to manage energy in terms of 

sustainability and low cost of energy consumption [30] [36]. 

2.5 Cloud Computing Concepts 

Nowadays, the use of cloud computing becomes widespread in various fields 

[15], where processing data or forwarding it after processing is stored in multiple 

sources and used by cloud services. The current computing platforms are 

somewhat no longer effective compared to cloud computing because it provides 

a practical platform to allow data and content conveyance to users easily [6]  [37]. 

However, the developers previously have used unique and distinct platforms 

instead of various platforms’ services [38]. The overall cloud structure is 

consisting of five characteristics, four deployment paradigms, and three service 

paradigms, as illustrated in Figure 2.4 [6]. 

The following are the main parts of cloud computing, related to the smart 

systems:  

 

On- Demand Self- 
Services 

Board Network Access 

Resources Polling 

Rapid Elasticity   

Measured Service  

APPLICATION   
Business Application, Web Services, 
Multimedia 

PLATFORM                        Software 
Framework, Storage (DB, File) 

INFRASTRUCTURE        
 Computation, Storage (Block) 

SaaS 

PaaS 

IaaS 

Essential Characteristics Layers and Resources 

HARDWARE 
CPU, Memory, Disk, Bandwidth 

Services Model 

Figure 2.4: An overall cloud model [37]. 
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2.5.1 Cloud Layer Architecture 

The cloud architecture has been classified into four layers: hardware layer, 

infrastructure layer, platform layer and application layer [6].  

2.5.2 Cloud Computing Service Models 

In the field of smart systems, especially smart home systems, cloud 

computing offers three main tools. Figure 2.5 illustrates the major cloud 

computing service models [39]: 

• Software as a Service (SaaS): The SaaS service allows users to use various 

applications and services through web browsers or smartphones applications 

[6]. Because SaaS simplifies the software deployment model, where it is no 

longer necessary to download and install/upgrade the software and 

maintenance issues [15]. Anyway, it could summarize the characteristics and 

benefits of "SaaS" that the client may have the privilege to modify the 

application interface [38]. 

• Platform as a Service (PaaS): Generally, it is a special platform which does 

not need any requirements to install a specific operating system. The operating 

system is only upgraded on the server, and the obtained services can be used 

by all clients [38]. 

Cloud 

Service 

Models 

SaaS 

IaaS PaaS 

Figure 2.5: Service models of cloud computing [39]. 
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• Infrastructure as a Service (IaaS): It provides several features such as 

networking, storage space, servers, virtual machine, and other devices required 

from different applications [38]. 

2.5.3 Forms of Cloud Computing Deployment  

Cloud computing provides customized services, where it keeping programs 

and data on the cloud with the ability to access those resources by device's users 

through the Internet, instead of using their private infrastructure resources such as 

storage devices, networks, and services; thus, enabling users to save time needed 

for managing their resources [40] 

 However, User's computerizing cloud services have been categorized into 

three main types; Public Cloud, Private Cloud, and Hybrid Cloud. Moreover, 

Table 2.1 presents the main characteristics of the three cloud models [15].  

Table 2.1: Main characteristics of cloud computing types. 

Model of cloud Main characteristics 

Private model 
Self- managed 

Self- hosted 

Public model 

Offers pay as you go, billing model 

Externally designed 

Externally managed 

Supports multiple tenants 

Services are either shared of dedicated 

Hybrid model 
Dedicated environment 

Partner hosted 

2.5.4 Resources of Cloud Computing Cloud computing infrastructure includes 

several main resources. These resources are clients, servers, platforms, software 

and infrastructure [41]. 
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2.5.5 Cloud Computing Security 

The transfer of responsibility with the service provider allows users to 

protect the operating system and the data stored in the cloud, However, Figure 

2.6, defines the safety foundations of computing process [15].  

 

 

 

 

 

 

 

 

2.6 Internet of Things (IoT) 

IoT can be employed by combining various related technologies and security 

techniques. So, most applications have made a range of criteria that IoT systems 

must fulfill at the applications design procedures [42].  

An essential case of such items incorporates indoor regulators, HVAC 

(Heating, Ventilation, and Air Conditioning), checking and controlling 

frameworks that improve smart home systems. Other fields and environments also 

can play a significant role in IoT and enhance our lives' quality [43]. Figure 2.7 

illustrates some application domains and services of IoT technology 

 

 

 

 

Data security 

Access and identity 

management 

Trust 

architecture 

Governance Compliance 

Figure 2.6: The main parts of cloud computing security [15]. 
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 2.6.1 Generic Internet of Things Architecture 

The concept of the IoT architectural design can be viewed as multilayers, 

which can generally be classed into four essential layers known as the layer of 

perception, network layer, middleware layer, and application layer. Essentially 

the perception layer collects information and transforms it into a digital signal 

from the environments [42] [44]. While the network layer receives and transmits 

digital signals from the perception stage by the network and translate digital 

signals in different contexts for the application to the end-user [45].  

The IoT architecture's middleware layer provides data processing capability 

[42]. The advancement in IoT depends on technological progress and applies to 

different types of applications [46].  

Besides, there is another IoT layer named business layer that provides 

services to systems based IoT concepts [47] [48]. However, the major five-layers 

of IoT technology are illustrated in Figure 2.8. 

Figure 2.7: Several IoT application domains and services [43]. 
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 2.6.2 Elements of IoT  

The efficiency of IoT depends on the components needed which are 

classified into hardware, middleware, and presentation, depending on their high 

level. The following sections, address six key elements required to provide the 

IoT features. Also, Table 2.2 displays categories of certain elements and 

components functionalities [43] [49]. 

Table 2.2: IoT design technology and building blocks. 

IoT Elements Samples 

Identification 
Naming EPC, uCode 

Addressing IPv4, IPv6 

Business Layer Smart Management 

Business Models 

Application Layer Smart Applications: 

Smart home, smart grid, smart 
Healthcare, smart transport, 

Smart building, etc. 

Graphic Data Representation 

Middleware Layer Process Information 

Database 

Cloud computing 

Ubiquities computing 

Decision making 

Network Layer Data Transmission 

Network Technologies 

Home area network, Wide area 

network, Field area network, 

etc. 

Perception Layer Data Gathering 

Physical objects 
Actuators, Sensors, RFID tag, etc. 

Figure 2.8: The five layers of IoT technology [47] [48]. 
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Sensing 

Smart Sensors, Wearable sensing 

devices, Embedded sensors, Actuators, 

RFID tag 

Communication 

RFOD, NFC, UWB, Bluetooth, BLE, 

IEEE 802.15.4, Z-Wave, WiFi, 

WiFiDirect, LTE-A 

Computation 

Hardware 

Smart Things, Arduino, Phidgets, Intel 

Galileo, Raspberry Pi, Gadgeteer, 

BeagleBone, Cubieboard, Smart Phones 

Software 

OS (Contiki, TinyOS, LiteOS, Riot OS, 

Android); Cloud (Nimbits, Hadoop, 

etc.) 

Service 

Identity-related (shipping), Information 

Aggregation (smart grid), Collaborative 

Aware(smart home), Ubiqutous(smart 

city) 

Semantic RDF 

2.6.3 Connectivity Technologies in Internet of Things (IoT) 

The IoT incorporates embedded technology for communication and for 

interacting with the outside world [50]. However, the network consists of four 

different types including Personal Area Networks (PANs), Local Area Networks 

(LANs), Neighborhood Area Networks (NANs), and Wide Area Networks 

(WANs) (see Figure 2.9) [46].  
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2.6.4 Technologies of IoT Networking 

There are many different technologies in IoT networking (Radio systems, 

including ZigBee, Bluetooth, and Wi-Fi in LAN, connect machine-to-machine in 

IoT, also GSM (2G), UMTS (3G) and LTE (4G) are used in traditional cell 

networks on WANs [46]. 

2.6.5. Actuators (Controllers) 

The devices are considered the most important components of IoT, they 

transform an electrical signal into a mechanical signal or other kinds of helpful 

usage of energy, and they include speakers, heaters, refrigeration components, and 

displays. However, and according to [49], each type of actuator has a specific 

application (Table 2.3). 

Table 2.3: Various types and applications of actuators [49]. 

Devices type Application 

Sound actuator Loudspeaker 

Relay  Electromechanical switch 

WAN 

 

 

 

 

PAN 

 

 

NAN 
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LAN 
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Figure 2.9: Network range [46]. 



 

23 
 

Thermal  Heater 

Electrical  Motor 

Hydraulic  Industrial process control 

Mechanical  Gears 

Pneumatic  Automation control 

2.6.6 Platforms of IoT Hardware 

The new idea - the Internet of Things - suggests that most things can be 

linked today using micro-sensors, and embedded systems [51]. There are several 

criteria for IoT implementations on the hardware platform such as reduction of 

transistors used, marketing time, and nonrecurring engineering [43] [52]: 

2.6.7 Platform Selection Criteria 

The designer can choose the proper platform based on previous criteria out 

of the following: 

• Microprocessors: IoT system development usually used microprocessors as 

media. Different devices are used for this reason commercially; for example, 

the Arduino family and its peripherals perform full functions [49]. 

2. Application-Specific Integrated Circuit (ASIC): It is a well-established 

process for a particular application with a lower number of transistors and lower 

power usage [49] [53]. 

3. Embedded open-source systems: it has many hardware platforms types like 

Arduino, Intel Galileo, and Raspberry Pi that used in systems based IoT. 

3.6.8 Arduino 

Arduino is very common in IoT applications because it is easy to use, 

inexpensive, and fast to build prototypes. This micro-controller is an open-source 

hardware and software. Arduino systems are the fastest growing technology 

production of electronics and were already used to build different applications for 
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testing the system performance [54]. Table 2.4 presents the Arduino Mega2560 

properties which is used in the proposed system. Many other Arduino groups, 

including UNO, have less input and output connectors. However, Arduino is C-

based and C++-based programming [55].  

Table 2.4: Arduino Mega2560 specificities [55]. 

Microcontroller features Arduino Mega2560 

Operating Voltage 5V 

Input voltage(recommended) 7-12 V 

USB port Yes 

Shield compatibility Yes 

Digital I/O Pins 54(of which 15 provide PWM output) 

Analog Input Pins 16 

Dc Current per I/O pin 20 mA 

Dc Current for 3.3 V Pin 50mA 

Flash Memory 256KB (8KB used bootloader) 

SRAM 8KB 

EEPROM 4KB 

Clock speed 16 MHz 

LED Built-in 13 

Length x Width 101.52mm x 53.3mm 

2.6.9 Applications of IoT 

Next is a summary of the major spheres of the IoT technology already approved 

by academic groups and industry [56]: 

• Monitoring of Everything:  Most of the things in this world will be linked to 

each other via the Internet to allow users to know anything they want to know 

regarding the home environment. 

• Home Automation and Health Care Monitoring: The IoT architecture can 

be used to incorporate an automated home monitoring system with remote 

wireless smart sensors and an integrated data management system [56]. 
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• Environmental Monitoring: It refers to Environmental monitoring systems 

such as traffic and lights monitoring, pollution monitoring, chemical hazard 

detection, earthquake detection, and flood detection [56]. 

• Smart Cities: A wide range of IoT applications aims to create smart cities 

with more sustainable, secure, and effective IoT models [15] [56]. 

• Smart Transport/Logistics: It points to smart transportation assists with good 

monitoring, as in trucks or cargo ships, good recognition, warehouse 

monitoring, as well as mobile robotic applications in the industry. [56]. 

2.7 The Biometrics 

Biometric applications have been used worldwide in daily life, where 

conventional biometrics techniques were designed and improved various 

scenarios to provide high security [57]. The biometrics mechanisms recognized 

people based on their physical characteristics as electronic features such as 

faceprint [58]. 

Biometrics has emerged to meet these criteria by integrating biological 

techniques with information technology to use physiological or behavioral 

features in the human body to identify individuals [57] [59].  

2.7.1 The Authentication Techniques   

Authentication factors have been classified into three categories; First, the 

information factor such as passwords; Second, the possession factor such as smart 

cards, and third, the dynamic factor such as the face [60]. Each authentication 

method has its advantages and disadvantages, however, there is no error-free 

authentication, but rather, how it provides efficiency and simplicity for use by 

users [61]. 

Because the biometrical techniques to recognize humans reline on 

individuals' unique characteristics. Thence, controlling, exchanging, or missing 

people's features, such as physical features are complicated or comparatively 

impossible. Therefore, a person's identification is important especially for security 
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purposes [62]. However, face identification and face verification, are categories 

of the biometric method based on human facial features. Table 2.5 illustrates the 

differentiation between face identification and face verification techniques [63]. 

Table 2.5: Differences in the face identification and verifying techniques. 

Face identification Face verification 

There is a 1:k process (one to many 

match) meaning that one element is 

compared to k. 

There is a 1:1 process (one to one match) 

meaning that one element is compared to 

one. 

This is a difficult issue. It is simple and easy 

A large database is required. No database required. 

The result is in identity form. It's just a pass or it doesn't. 

2.7.2 Biometric Systems  

The biometric techniques have been implemented through several basic steps 

as described below [60] [64]: 

1. Data acquisition: Take the required samples of individuals, according to the 

type of identification process. 

2. Data modeling: It has two purposes; first, to store collected the data in the 

database system at the enrollment level; and second, to match or compare with 

an existing database for the recognition process.  

3. Decision-making: During the matching process, the newly obtained data are 

matched with the features of the database to determine the person either known 

or unknown [64].  

2.7.3 Biometrics Types 

The following are some common biometric techniques: 

• Fingerprint: For many centuries the fingerprint identification system was 

used based on the people's fingerprint uniqueness and distinctive nature of 

features [65] [66].  

• Finger vein: Recognition of finger veins is a biometric technique based on 

personal physiological characteristics, using vein patterns in human fingers to 
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authenticate identity [67]. As veins are mostly invisible to the human eye 

inside the body, it becomes difficult to steal information from finger veins [68].  

• Voice: The voice is a biometric of behavior but depends on the physical 

characteristics. Voice recognition is the mechanism by which an individual 

identifies both the behavioral characteristics of one person and the physical 

structure of the vocal tract duration [57] [66]. 

• Reconnaissance of Iris: Iris reconnaissance technology is based on a variety 

of human irises diversity [69]. It shows significant diversity among the 

population and each iris is distinctive as a result of its spontaneous 

morphogenesis during embryonic development [62], for a lifetime it is 

considered stable [60]. 

• Hand Geometry: It refers to the physical or ideal geometric invariants of the 

hand of the human being. The hand is characterized by its unique features, 

including finger length and hand width [66]. However, a biometric hand-

shaped system uses the geometry of a human hand [70]. 

• DNA: The individual’s DNA cells arrangement are uniqueness; therefore, it 

has been used to identify people as a biological biometric technique. Currently, 

it is widely used to classify suspects by public security agencies [66] [69]. 

• Retina: The retinal recognition technique is an optical tool used to generate 

the vascular representations of the retina on the eyeball surface that can be used 

as a basis for individual identification [69] [71].  

• Gait: Recognition of human gait is a form of the biometric recognition system, 

that recognizing subjects based on their body postures [72].  

• Keystroke: The dynamics of the keystroke, which is one of the recognition of 

biometrics systems that describe a person's typing speed [73]. However, it is 

particularly related to protecting cyberspace [74]. 
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• Ear: Ear pattern is a physical characteristic that has been recently promoted as 

a biometrical asset, due to its independent age, facial expression invariance, 

and distinctive structure [75].  

• Facial Recognition System: Face recognition is considered one of the 

biometric identification systems based on human physical features. It provides 

many benefits to identification systems, such as low cost, high confidence, and 

high security [76]. It has been used as a tool to verify or identify a person based 

on her/his's facial features. Biometric technologies have emerged as an 

alternative to verify people instead of using passwords, PINs, cards… etc. [63]. 

Facial recognition has advantages over other approaches, where it does not 

need to put a thumb on the fingerprint identification tool or to stand in a fixed 

position for recognizing the retina for recognition [77]. 

Throughout recent decades, face recognition has become an interesting field 

in the growth of computer science. This is because it uses in various fields, for 

example, security, digital archives, data monitoring/access, border control, 

defense, e-commerce, and human’s machine interaction [78].  

2.8 Structure of Face Recognition System 

The biometric-based face recognition method has several major blocks as 

shown in Figure 2.10 [8]. 

The general procedure of a real-time face recognition system consists of the 

following stages: 

2.8.1 Background Subtraction algorithm (BGS) for Motion Detection 

The first step of the face recognition system is to capture an image through 

video/camera (motion detection) or retrieve from an image database and pass it to 

the next stages of the face recognition system [79] [80]. However, the most motion 

Figure 2.10: Face recognition system stages [8]. 

 

Input: test image or 
video

Preprocessing
Person face recognition 

stage
Output: person 

identity
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detection common technology is the BGS [81] [82]. The BGS algorithm relies on 

all frame characteristics, background and foreground structure [83].  

2.8.2 Face Detection using Viola-Jones Algorithm  

Face detection has received considerable attention in recent years. It is used 

to find and identify the human face regardless of size, and location (usually one) 

[84] [85]. Viola–Jones face detection algorithm has a great success among several 

face detection algorithms [86], while facial recognition method is a technique that 

identifies the human face in an image and ignores the rest, such as plants, bodies, 

and buildings, etc. [85]. Viola and Jones have proposed a fast and powerful face 

detection system, which is 15 times faster than the technologies of the current 

release with a face detection accuracy of about 95% [84]. The reason for using 

face detection technique is to detect a face as Reign of Interest (ROI) [87], and the 

segmentation of detected objects is an important issue in computer vision 

selecting significant object features, reducing processing time, and increase 

recognition accuracy [83]. Anyway, there are several algorithms for identifying a 

face, Viola-Jones being the ideal solution that use to identify human frontal face 

[87] [88], and due to the robust, accuracy, and fast processing in real-time, it has 

been considered as a good and highly efficient algorithm for the face detector 

applications [89]. 

2.8.3 Preprocessing 

Extracting images significant features for recognition applications requires 

image preprocessing techniques. Thus, because most of the images may contain 

insignificant background data that may affect negatively the recognition accuracy 

[90] [91]. 

2.8.4 Feature Extraction  

In this step, the facial features can be extracted using feature extraction 

algorithms [79], because it has a key role in the face recognition process [91] . 

Where the facial features can be extracted using the feature extraction algorithm, 

and such extractions are performed to reduce dimensions, extract significant data, 
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and clean noise. Then, the face is converted into a vector with a fixed dimension 

or set of face points and their corresponding locations in the image [79]. Such a 

process must be carried out before the classification stage [64] because it defines 

the locations of facial parts such as head, mouth, nose, lips, neck, cheeks, etc. [92]. 

Occasionally several methods of feature extraction for the reliability, complexity, 

performance, high speed, and accuracy have been developed [93] [94]; and such 

methods have been divided into three categories: a holistic approach, feature 

approach, and model approach [95]. 

2.8.5 Principal Component Analysis 

The PCA algorithm has used to recognize facial patterns based on the 

analysis of the main image components. PCA is a statistical method of using 

orthogonal transformation to change a set of observed data into values linearly 

related to a variable [96]. This method is essentially employed to reduce 

dimensions because dimensional features are very important in most facial 

recognition methods. Hence, to achieve this, the following operations are 

conducted [97]: 

Eigenface algorithm; which consists of seven steps: 

1. Taking the facial image I1, I2, ..., IM (training faces). 

2.  Transform each image Ii to a vector  זi 

3. Compute the average face vector Ψ Ψ 

 Ψ =
1

𝑀
∑ ז 

𝑀

𝑖=1
𝑖           ……………………………………………..…(2.1) 

4. Search difference (ϕ) between the train images (Ґi) with an average (Ψ). 

                         ϕ=  זi- Ψ   …………………………………………….(2.2) 

5. Compute the value matrix of covariant (C). 

 

C =
1

𝑀
∑ ϕ𝑛 ϕ𝑛

𝑇 = A𝐴𝑇  (𝑁2 x𝑁2  
𝑀

𝑛=1
 𝑚𝑎𝑡𝑟𝑖𝑥)  ………………….....(2.3) 
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       𝐴 = [ ϕ1 − ϕ2……….ϕ𝑀]( 𝑁2𝑥 𝑀)      ……………………….…..(2.4) 

6. Compute the value of the eigenvalue (λ) and the eigenvector (v) from 

covariant 

𝐴 𝐴𝑖 = µ𝑖  𝑣𝑖 => 𝐴𝐴𝑇𝐴𝑣𝑖 =  𝜇𝑖𝐴𝑣𝑖 =>  

𝐶𝐴𝑣𝑖 = 𝜇𝑖𝑣𝑖  𝑜𝑟 𝐶𝑢𝑖 = 𝜇𝑖𝜇𝑖  𝑤ℎ𝑒𝑟𝑒 𝑢𝑖 = 𝐴𝑣𝑖………………………..(2.5) 

7. After the eigenvector (v) obtained, then the Eigenface (μ) can be calculated. 

  Ǿ − 𝑚𝑒𝑎𝑛  = ∑ 𝑤𝑗𝑢ℎ , (𝑤𝑗 = 𝑢𝑗
𝑇  Ǿ𝑖)

𝑘

𝑗=1
…………………………(2.6) 

2.8.6 Distance Techniques Classifiers   

There are three major distances classification method tested in this work for 

finding the identity of the input test image as are listed below: 

• Euclidean Distance (ED)  

Euclidean distance is one of the easiest and fastest methods compared to 

other classification techniques. It is a measure linear distance between two points, 

and compared it with the distance of data from a train sample, that set to predict 

the human face similar to the tester image face [96] [98].  

• Manhattan Distance (MD) 

This method is also known as city-block classifier. The sum of absolute 

differences between two vectors is called the L1 distance, or city-block distance. 

it represents the distance between points in a city road grid, while the Euclidean 

straight-line distance [98]. 

• Cosine Distance (CD)  

It is another face matching distance classifier between two vectors (or two 

images on the Vector Space) this metric is a measurement of orientation and not 

magnitude. The resulting similarity ranges from −1 meaning exactly opposite, to 

1 meaning the same, with 0 usually indicating independence, and in-between 

values indicating intermediate similarity or dissimilarity [8] [98] . 
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2.8.7 Machine Learning 

 It is a method of learning the data modeling; it is suitable for intelligence-

related problems such as face recognition and speech recognition, where deriving 

a model didn't cover by mathematical equations; and such "Model" is the end 

product of the machine learning process [99] [100]. In effect, Artificial 

Intelligence (AI), machine learning, and deep learning are interlinked as shown in 

Figure 2.11 [99] [101]. 

• Machine Learning Forms: Machine Learning and training methods have 

been developed for various fields and it divided into three categories as shown 

in Table 2.6 [100] [102]. 

Table 2.6: Training data formats. 

Training Method Training Data 

Supervised Learning {input, correct output} 

Unsupervised Learning {input} 

Reinforced Learning {input, some output, grade for this output} 

2.8.8 Deep Learning 

 In recent years, artificial intelligence and machine learning have grown 

significantly [103]. Deep learning is a type of machine learning algorithm that can 

effectively train data via deep neural networks, which can be used to model high-

level abstraction data [104]. 

Artificial Intelligence field 

Machine Learning 

Area 

Deep 

Learning 

Figure 2.11: The relationship between AI and deep learning [99]. 
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Moreover, the complex interaction could be found between its different 

features, which may result in a more accurate model [104]. A significant 

advantage of deep learning over conventional machine learning algorithms is the 

automated feature extraction [99]. The deep learning technique has various 

methods such as Convolutional Neural Network (CNN), Stacked Autoencoder 

[100], [105]and Deep Belief Network (DBN) [106] 

I. Convolution Neural Network  

Recent developments in (CNNs) have been performed to meet the 

challenges of deep learning tasks [107]. However, CNN is a type of deep learning 

techniques that extract features by convolves the input images with kernels or 

filters, to extract the local features of data and obtain the global training image 

features [108]. 

CNN's goal is to learn more about higher-order features of the input data. It 

is well suited to image recognition objects and consistently one of the best top-

rated types in image classification. Also, it can recognize faces, objects, numbers, 

street signs, and many other forms of visual information [99]. Besides, it designed 

to process data in the form of multiple arrays, such as a color image consisting of 

three 2D arrays with pixel intensities in three color channels [102]. 

II. CNN Architecture Overview  

Convolutional neural network is a robust deep learning algorithm that 

handles millions of parameters and saves computational time through input and 

combination of a 2D image with filters/kernels and generates the output categories 

[101]. So, and according to [99], CNN's convert data from the input layer to a set 

of class scores provided by the output layer via all connected layers (see 

Figure2.12). Below is the illustration of several CNN layers: 
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1. Input layer: It is used to load and save the raw input data for the extracting 

stage. It generally accepts three-dimensional inputs spatially as the image's size 

(width x height), with a color channel depth (three-color channels -RGB). 

2. Feature-extraction (learning) layers: These layers of feature extraction have 

a general repeated sequence pattern as follow: 

• Convolution layer 

Convolutional layer considered as the core of the feature extraction stage. It 

can be employed specifically to extract the features of an image. Convolution 

preserves the spatial association between pixels through the use of tiny picture 

squares of input image [106]. The CNN has several layers, where a 

multidimensional number array is used as a data input for each next layer and 

generates another multidimensional array and becomes the next data input to the 

next layer [109]. Convolutional layers have parameters for the layer and 

additional hyperparameters [99].  New images called feature maps are generated 

by the convolution layer, such a map highlights the unique features on the original 

input image [100]. The main components convolution layers are as follows: 

• Filters  
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Figure 2.12: General CNN architecture [99].  
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Filters are a convolutional layer parameter which is smaller in width and height 

than input volume width and height. Filters (e.g., convolutions) are applied across 

the width and height of the input volume in a sliding window manner, as 

demonstrated in Figure 2.13 [99]. 

A convolution could be input from raw data or another convolution feature 

of output map [99] [107]. Generally, the architecture of CNNs is set up such that 

the learned filters produce the strongest activation to spatially local input patterns 

[100]. 

• Batch normalization 

Batch normalization is a method that standardizes the inputs to a layer for each 

mini-batch for the training of deep neural networks. Batch normalization in 

CNNs has shown to speed up training by making normalization part of the 

network architecture. It has the effect of stabilizing the learning process and 

significantly decreasing the number of training epochs required for deep 

networks to be trained [99]. 

• ReLU activation functions as layers 

Rectified Linear Unit (ReLU) layer is the most popular activation technique 

used in deep learning algorithm architecture; it makes it easier to train larger 
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Figure 2.13: Feature map process [99]. 
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neural networks [101]. The ReLU layer applies a function for elementary 

activation over the data threshold, giving the same size output as the input layer. 

The function map generated by the convolution filter before the layer produces 

the output [99] [100]. 

• Pooling layer 

This layer has several features making it gradually build higher-order 

features in the images [100], and also, reduces each activation map's 

dimensionality while retains the most important information [99] [106]. Samples 

of each region are chosen by a non-linear process such as mean [107]. 

3. Fully Connected Layer 

The fully connected layer begins to generate the output layer of the network 

after several continuous levels of convergence and pooling layers [76]. It is 

indicating that every filter in the next layer is connected to every filter in the 

previous layer [106]. However, this layer has been used to calculate the class 

scores that refer to the network output [99] [106]. 

2.8.9 Biometric Technology in the Security Field  

The use of biometric authentication offers additional security enhancement 

since it is difficult, if not impossible, to share biometrics data features, which 

means that there is much confidence in the security aspect of access control, 

namely participant authenticity [66]. 

2.8.10 Data Collection (data set) 

Biometric data collection from the target population represents an important 

step in a biometric system design procedure. Such data are important both to 

design the extraction mechanism, classification stage, and to evaluate the 

recognition system designed such as face dataset.  

2.8.11. Web Camera-Based Security Systems 
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High-quality web cameras are a major tool for video surveillance and real-

time identification applications. It may require preparing a new local face 

database or entering a new image into the application database, such as the 

identification systems as an example of a related hardware implementation of face 

recognition systems [57]. 

2.9 Face Recognition Applications 

Biometric security applications have now been highly increased, especially 

in the field of facial recognition technology. The facial recognition method can be 

used effectively in various environmental systems such as smart homes, 

smartphones, law enforcement, surveillance, or entertainment to ensure personal 

security [12]. Table 2.7 presents some facial recognition applications. 

Table 2.7: Application examples of face recognition [8]. 

Fields Scenarios of applications (Examples) 

Security 
Terrorist alert, secure flight boarding systems, stadium audience 

scanning, computer security.  

Face ID 
Driver licenses, entitlement programs, immigration, national 

ID.  

Face Indexing Labeling faces in the video.  

Access Control 
Border-crossing control, facility access, vehicle access, smart 

kiosk, ATM, computer access, and computer program access.  

Multimedia 

Environment 

Face-based search, face-based video segmentation 

summarization, and event detection.  

Smart Cards 

Application 

Stored value security, and user authentication.  

Human-Computer 

Interaction (HCI) 

Interactive gaming and proactive computing.  

Face Databases 
Face indexing and retrieval, automatic face labeling and face 

classification.  

Surveillance 

Advanced video surveillance, nuclear plant surveillance, park 

surveillance, and neighborhood watch, power grid surveillance 

as well as CCTV Control and portal control.  

2.10 Smart Home  

Smart home design has recently become one of the areas that many 

researchers have focused on. Some applications include designing a smart home 

for people with special needs, patients, or ordinary home residents to help them 

meet their needs in the easiest and fastest way. However, home members can 
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remotely control their home environments anywhere, anytime via various 

techniques such as the use of facial recognition, speech techniques, or walking 

behavior. Besides, it can support the integration of the use of web technologies 

and mobile services by home members to remotely control the home environment 

[8] [12]. 

2.11 Dynamic Web Content 

Web technologies are becoming increasingly important as a way to enhance 

the fast-gaining effect of the Internet as an e-commerce market. Configuring the 

various controlling tools used to display the collected information as a web-based 

interface [110].  Web applications are known as applications running based on the 

Internet; these applications have been designed to provide information and 

services employing various web technologies likes JavaScript, HTML, AJAX, 

JSP, PHP…etc. [111] [112]. The web platform consists of a diverse architecture 

of several components and technologies including, HTTP, website-server, server-

side application development technology (Computer-Generated Imagery (CGI), 

PHP, and Active Server Pages (ASP)) and client-side technologies (such as 

HTML, and JavaScript) [112]. 

Furthermore, Web applications should be able to provide data security to 

overcome threats. Therefore, it should be employing specialized mechanisms to 

prevent attacks utilizing various protection techniques as follow [111]:  

1. Authentication and approving: Authentication and authorization by using 

Kerberos, access (log-in) control laws, etc., should be given to web applications. 

3. Instant Secure Sockets Layer (SSL): Web applications should transform 

unsecured HTTP web application request automatically into encrypted HTTPS 

method. 

2.12 Comprehension of Unique Features of Web Applications  

The web application is a client-server application running through a web 

platform [111]. Nowadays, web environment systems allow the transfer of 
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dynamic information to users. According to [111] [112], a web application accepts 

user input data from its client (i.e., browser) via HTTP request, communicating 

with saved local files, backend repositories, data recall elements, and other data 

access tools (Figure 2.14). However, HTTP responses send the outputs (i.e., 

HTML pages) to the client. 

 

 

 

 

 

 

2.13 Related Works 

Numerous research papers on smart home automation design systems have 

been published few years  ago. The contributions of researchers in this area and 

some insights are given below.  

Yonghong Zhang and Rui Huang [113], introduce an Android-based smart 

home security system with smart security enhancements which demonstrate basic 

software module structures concerning the design plan. Each unit performs its 

predefined function. The system runs on the Android platform, a program that 

runs as a Linux kernel operating system. An Android-based system is designed 

based on control station software with home security features. The system can be 

easily applied in homes, hotels, or other subsystems.  

A smart system proposal written by Basma M. Mohammad El-Basioni, et al. 

[114], proposed a range of amenities and controls. These devices also monitor the 
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Figure 2.14: Web application description [112]. 
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behavior of home appliances according to the sensor signals received over a 

wireless network. The reporting form is used to determine the response according 

to the signal sent whether it is event driven, time driven, or ordered. 

Andi Adriansyah et al. [115] created a small system for smart homes by 

integrating microcontroller panel technology with a WLAN connection. The 

proposed system includes monitoring and controlling the home environment 

based on the values of the environment data that are read by the sensors installed 

inside the house, such as turning on or off household lights automatically. 

Microcontroller kits include a C-based IDE operating system running on an 

ATMega 328 board and other related sensors. 

J.Chandramohan, et al.  [116] Published an article explaining an automated 

smart home system that implements a security sensor application using Light 

Dependent Resistor (LDR) and Temperature sensor (LM35) to control home 

lamps and fans. The proposed home system uses an Arduino control board and 

runs with the internet-based instructions, given by the system clients through 

wired or Wi-Fi-based networks, connected to the Arduino board. They used a 

server to host a website application that handles system information in the 

database server. The mobile phone system application has two control buttons 

"OFF" and "ON" that act as keys to control the lamp and home fan. 

 An Internet connection can be made via the Wi-Fi shield installed on 

Arduino. The designed system introduces a new circuit structure for monitoring 

and controlling household electrical appliances, using the supple Android 

smartphone at home, at a reasonable price and it is implemented by the wireless 

transceiver and IBOARD [116].  

Wang, Yi-bo, et al. [117] suggest an intelligent system for controlling home 

curtains by using an Arduino control board. Environmental factors have been 

analyzed to determine which current curtain is either open or closed. The 

https://ieeexplore.ieee.org/author/37062996300
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environmental conditions include sunlight illumination, time, temperature, and 

humidity, by which special sensors are used to update microcontroller information 

to let deciding for operating the specific curtain actuator. The curtain control 

system has experimented on the real home environment and test results showed 

from a practical view have good results. The control signals are sent by the mobile 

phone application and the W5100 Arduino receives the control instructions from 

the mobile application.  

Nathan David, et al. [118] proposed an automated home system using the 

Arduino Mega 2560 microcontroller associated with the integrated mini web 

server. The system controls home devices by accessing devices over an IP 

connection using Bluetooth network technology. The smartphone app uses 

Android to monitor and control home devices. The Adobe Dreamweaver 

programming environment is used to design the home system programming. The 

new automated home system has shown great efficiency by controlling many 

household appliances, such as light switches and power connectors, using a 

temperature sensor, gas sensor, and motion sensor associated with the house 

structure. 

Hteik Htar Lwin, et al. [4] discusses how to use one of the biometric 

technologies, facial recognition following face detection to open the door 

automatically. The design consists of three basic stages: identifying the person's 

face through the Viola-Jones method included in the Ada boost, then transmitting 

the selected face to the process of identifying. Features of a detected face uses the 

PCA technique, which extracts the facial features. In the classification process, 

the Euclidean distance was used to compares the new facial image, taken by a 

camera, with the pre-stored image database, determining whether the person has 

permission to open the door or is considered unauthorized. Researchers used to 

control the door the microcontroller (PIC 16F887). This design has been 
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developed using MATLAB software and related programming languages to 

perform microcontroller tasks.  

Ayman Ben Thabet and Nidhal Ben Amor [119]used one of the methods of 

identifying people that control the doorbell by designing an intelligent system 

based on the outcome of the recognition process. In addition, ARMv7 Cortex-A7, 

which is one of the basics of OpenCV libraries, was used with the RaspberryPi 

board. The PCA algorithm has been used by researchers to extract the features of 

a specific image, through which the image of a person's atmosphere is identified 

using the Viola-Jones algorithm. 

Anita Chaudhari, et al. [120] introduced the smart home design with the aim 

of reducing electricity consumption. They used Raspberry Pi, Arduino, and a set 

of sensors so that each home device is connected to a sensor and a platform 

website, in this regard, to control the operation or turn off the devices connected 

via a network, using a remote-control device through this system. 

S. Tanwar, et al. [121] presented an advanced Internet of Things Security 

system exploiting an alert based on a home security system that formed an activity 

and motion detection for monitoring any unusual motion or an intruder action. 

Motion detection cameras have been used to detect any abnormal activity in the 

home while no one is at home. The home system also makes use of a small 

Pyroelectric Infrared (PIR) sensor module and Raspberry Pi microcontroller board 

to reduce the e-mail alert process delay.  

S. Sharanya, et al. [122] suggests structuring an automated home system that 

governs by monitoring two environmental conditions: temperature and humidity. 

The system measures household atmospheres according to information provided 

by temperature and humidity sensors. Various technologies have been used to 

build the system.  
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Vaibhavkuma Yada, et al. [5] used multiple sensors in an automated smart 

home system that manages various control devices’ tasks, such as fire detection 

and water level tracking, by employing Bluetooth and ZigBee model networking 

features. The suggested model aims to provide a stable appliance auto-handling, 

with an ideal security provision. 

A dynamic, efficient, and powerful Home Automation System designed by 

S L S Sri Harsha, et al. [123] took the advantage of multiple IoT technologies to 

control smart home appliances by connecting them via an Internet-accessible 

device. Multiple system components, including a microprocessor for Raspberry 

Pi, an Arduino Uno board controller, and an Android app, are used to monitor data 

processed by the Raspberry Pi board. In order to record the sensor data, the system 

uses several languages to program devices and equipment such as PhpMyAdmin 

server, Python, IDE x MySQL, and Apache Web. System devices are set up using 

the Raspbian OS. 

Also, Souvee Gunputh, et al. [124] describe the essence of the system that is 

controlled using the Arduino Mega 2560 microcontroller board connected to a Wi-

Fi network. Researchers have designed a system that integrates home appliances, 

lighting systems, gas leakage, and smoke detection system, automatic windows 

and blinds, a retractable bed, and a self-regulated ventilation system. The home 

environment can be controlled automatically by a voice recognition system. Also, 

commands can be given to the lighting system via a smartphone or tablet through 

a web-server. 

The research by Muhammad Asadullah and Khalil Ullah [125], presented a 

system design to control several home appliances by employing a smartphone 

application connected through Bluetooth technology. The hardware section 

incorporates a control application on a smartphone device, an Arduino 

microcontroller board used to process the system signals, and finally, for the signal 

transmission, the Bluetooth module has been employed. 
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In another study published by Chad Davidson, et al. [126], the security-based 

smart home system demonstrates the use of a “smart” alarm system for the door 

sensor to inform the homeowner of any door opening events that occur in the 

home environment. Warning alerts are triggered by an Android smartphone 

application if something abnormal occurs at home. The system design was 

implemented on the Elegoo Mega 2560 (MCU) microcontroller board, and 

Raspberry Pi was used to provide access to the RESTful API works in the 

webserver.  

Mohd Abdul Muqeet, et al. [127] worked to ensure the entry of a certain 

number of authorized people to a specific place using one of the techniques of 

biometrics to improve security issues. The researchers used fingerprint 

technology to design this security system to identify the authorized people and 

distinguish them from the rest of the people as well as to design the basics of the 

principle of work for IoT. This work added more control management to any 

location that is equipped with this security system. 

The research [128]by Lia Kamelia, et al. worked to increase home security 

and reduce energy consumption using various techniques and technologies. The 

displayed system controls household appliances such as door or lamps using RFID 

technology with a PIR sensor and keypad device. This work is based on the 

Arduino microcontroller as a control unit. Researchers focused on home security 

by sending an alert message if something abnormal is detected, hence, the buzzer 

alert will be activated. 

In the work published by Khushal Shingala, and Jignesh Patel [129], the 

system consists of two subsystems, the first one was built to control home 

appliances remotely via web-based interfaces, and the second subsystem was built 

to monitor home environments by sending messages to the users in case 

emergency events occurred inside the home. The system schema employed related 

sensors, web technologies, and the Arduino microcontroller connected with the 
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home IoT devices to accomplish system motivations. This system increases home 

security and cost-effective related to energy consumption. 

A study conducted by Athira Sankar and Lakshmi S [130], researchers used 

two methods of entering the home. The first method is the biometric technology 

(fingerprint), and the second method is the web-based interface (via Internet 

services). In the first method, the fingerprint database was set up as a reference to 

match the fingerprint of the user trying to enter the home. For the second method, 

a web-based interface for home access was created after entering the password 

and username, and the user data is encrypted using the AES encryption algorithm. 

Swati Ramji Prasad Gupta [131] demonstrated a smart home system that 

consists of two main parts. The first section is the use of biometric (fingerprint) 

technology to open the door of the home exclusively. The second section is 

controlling home appliances using Bluetooth technology through the Android 

mobile app. The Android app allows the user to control the home appliances 

installed within the network remotely as the devices can be controlled by turning 

them on or off and according to the requirements of the system users by sending 

requests to the microcontroller (controller and relays). 

Meenakshi N et al. [132], introduced a smart home management system 

consisting of several devices to increase confidentiality in the smart home 

environment. In this work, researchers used Arduino Mega 2560 as a control unit 

to enter the home. The login process has two phases, using the 2.8-inch TFT touch 

screen to enter the member's password as the first phase and the fingerprint reader 

to scan the members' fingerprints as a second phase. The system checking the 

person fingerprint followed enters the password by the user and sends it to the 

official phone number via the GSM service.  The user is allowed to enter the home 

when the password is matched. Otherwise, the system displays an error message 

on the system screen and sends an alert message to the administrator. The 

administrator can also open the door via GSM service. 
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2.14 The Literature Review Summary and Assessment 

In summary, the studies presented earlier in this section showed that they 

have devised techniques and methods to design smart home applications to 

improve and increase the smart home systems functions to some extent, using 

various processing methods and technologies.  

Meanwhile, this area still requires further studies to improve the previous points 

and adding new features, which have been addressed to find the optimal solutions 

through the proposed research thesis. Table 2.8 demonstrates a comparison 

schedule of implementing smart home environment functions among related 

works and the proposed system. 

Table 2.8: Comparison between proposed system and related works functions. 

1* RFID technique for security or controlling purposes. 

2* Face recognition. 

3* Monitoring Home environment. 

4* Member monitoring. 

5* Controlling members. 

6* Control Home appliances. 

7* Remote control home environment. 

8* Members privileges. 

9*Member priority. 

10* Identification alert in both cases (leaving and access home attached gust face image). 

11* Responsive web application for controlling the whole system. 

12* Checking member back/out home. 

13* Double checking identification process for controlling and monitoring proposes. 

14* Using biometric techniques. 

15*Real-Time home environment data using related sensors. 

16*Alert messages for abnormal situation-based home sensors. 

17*Interchanging home environment automatically to safe mode to reduce energy consumption 

and increase safety. 

18* Cloud server. 
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19* Mobile application. 

20* GSM tool for controlling home environment via SMS services. 

21* Control Home appliances-based home sensors either manually or automatically. 

References 
Functions 

1* 2* 3* 4* 5* 6* 7* 8* 9* 10* 11* 12* 13* 14* 15* 16* 17* 18* 19* 20* 21* 

[113]      x             x   

[114]   x   x         x       

[115]      x         x       

[116]   x   x         x    x   

[117]   x   x             x   

[118]      x x        x    x   

[4]  x    x                

[119]  x    x        x        

[120]       x    x          x 

[121]   x            x x      

[122]   x   x         x      x 

[5]   x                  x 

[123]   x   x x        x    x   

[124]      x               x 

[125]      x x            x   

[126]   x   x          x   x  x 

[127]      x        x        

[128] x     x               x 

[129] x              x       

[130]           x   x     x   

[131]   x   x x       x     x   

[132]   x   x     x         x  
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Many of these works of literature reiterated the same models by applying 

different implementation paths and methods over the past few years. Table 2.8 

shows some of these literature efforts in this concern that have more focused on 

only some aspects of the structure of the smart home system, whereas neglected 

others. 

On the other hand, in this work, the gaps of the previous issues related to the 

studied research have been filled; and a smart home system has been built to 

represent a new integrated system. 

In this thesis, a set of previously designed functions have been improved and 

combined with newly created functions in the proposed system as displayed in 

Table 2.8. Hereabouts are the list and illustration of the enhanced and innovative 

functions that incorporated into the final design of the proposed smart home 

system: 

I. The RFID technology has been used in the proposed system for two important 

functions. The first function is to be used in entrance door open module control; 

the second function is to link the RFID technology function result with the 

members’ facial recognition module results to verify and confirm the members' 

identity. It allows only the member who used his/her access card to control the 

home environment. In addition to the above, the program is designed to send a 

message alert to the authorized person in both cases. 

II. The uses of biometric techniques in smart home systems are positively 

influencing improving home security features. The use of facial recognition 

technology has been exploited in a new format to determine the privileges of 

the system members in addition to members’ control priority based on their IDs 

which is stored on the system cloud. These ID values represent the index of the 

Proposed 

system 
x x x x x x x x x x x x x x x x x x x x x 
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member's appliances control privilege file which is stored in the system cloud 

database.  

III. In this work only one of the biometric technologies has been used which is (face 

recognition) for two reasons, the first reason is the easiness of using it without 

physical effort particularly by the elderly and disabled users compared to other 

authentication methods such as fingerprint or iris print of the eye. The other 

reason is using face recognition technology enabling to send an alarm message 

to the administrator member attached with the entered person’s photo that is 

captured by the face recognition camera’s in real-time. 

IV. A specific method has also been developed to dual-check the users to verify 

the authorized members through the RFID technology and then uses the face 

recognition technology, through which and on light of the verifying results, the 

member will grant the required authorization to control the environment of the 

home . 

V. Furthermore, two novel important controlling functions have been created in 

this work. The first one is the possibility of determining the priority of home 

members and the second is granting privileges to home members. The home 

administrator has the authority to control these services according to the privacy 

of the individual members of the house separately. These functions operate 

automatically depending on the result of the two RFID processes associated 

with facial recognition technology. Where the process of transferring control 

of home environment to a specific member is carried out according to the 

highest priority among home members in both cases (leaving or arriving at 

home). 

VI. Some researchers have designed websites for their related smart home systems 

to control the home environment remotely. In this work, the system functions 

implementation can be controlled from anywhere and at any time through a 

system website specifically designed to be used by authorized members. The 

proposed system functions have been specifically selected for control by the 
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home administrator. For example, monitoring the home environment, 

controlling home appliances, granting or modifying the members’ privileges, 

surveillance of the members’ presence and their house arrival and leaving time 

based on the section on face recognition and RFID technologies …etc.  

VII. A system website has been designed to be used by members via different 

devices with different types of operating systems and screens of various sizes 

such as mobile devices (Android/Apple), computers (Windows or other 

operating systems), or iPads via internet browsers or mobile applications. Also, 

a private cloud server has been reserved and employed to publish the system 

website that allows authorized members to access the system website and 

remotely run system functions. 

VIII. Another efficacious function has been invented to allow the home 

administrator to monitor the number of members inside or outside the home 

through a unique interface within the system’s website, and also follows the alert 

messages received from the member identification module in the system. 

IX. The system’s website and GSM service were used to control the home 

environment and meet the needs of users, whether inside or outside the home. 

For example, set up and modifying the privileges of members, controlling 

household appliances (e.g., opening the door), monitoring members, 

monitoring the home environment of the home, etc. Besides, in case of 

emergencies, an alarm message is sent to the responsible member based on the 

data recorded by the home network sensors. This function aids in keeping the 

administrator member in contact with the home environment at all times. 

X. A new mechanism has been established for to checks the number of members 

that are currently at home by the system automatically. When the house is 

empty and in order to reduce unnecessary energy consumption and increase the 

safety of the home environment, the system runs the newly created task called 

(Safe Mode). The system treats with the safe mode as an existing member in 

the house with special privileges and the lowest priority that run only the 
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necessary home appliances. This functionality is considered one of the stalwart 

new contributions of smart home systems. 

XI. The use of GSM service is of importance to the smart home system 

administrator in the absence of internet service at the administrator location. 

The administrator can easily control home appliances. For example, before 

household members return home, the system administrator can create a 

comfortable home environment by operating some devices (e.g. equipping the 

air conditioner) remotely using GSM services. Moreover, the system uses this 

service to send alert messages issued to the home administrator in case of 

emergencies.
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Chapter Three 

The Proposed Smart Home Management System  

3.1 Introduction 

This chapter represents the methodology of the proposed system that 

applied in this dissertation. Firstly, the general structure of the proposal will be 

explained with all related details. Thereupon follows by details of each main stage 

of the structure of the proposed system separately. This chapter includes all the 

approved algorithms and the main design scenarios for the proposed system, 

necessary to implement the proposed system efficiently, along with stating the 

reason for using each of them in the system. 

3.2 Descriptions of the Proposed System 

Day after day, automation home technology becomes a broad tool of 

application. Researchers are working to improve several factors and innovates 

new tools that help members feel more secure and comfortable at home or abroad. 

The security and control management of a smart home environment and the home 

residents are challenges facing the smart home systems.  The aforementioned is 

because of the current technological revolution, especially in the field of biometric 

technologies, in addition to the urgent need to search for technologies that can 

help to improve the design and development of smart home systems and their 

potential for optimal integration to reach planned goals. Facial recognition 

technology is one of the best well-known biometric techniques that can be utilized 

in controlling the home automation and security purposes. The home member 

identification technique using the facial recognition method in smart home 

systems is a new trend technology.  

This integration allows the home administrator to control all accessibilities 

to the home resources environment remotely. Monitoring and control procedures 

are carried out anywhere and at any time in two ways (automatic and remote 
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controlling). This can be obtained with the help of web technologies, cloud 

services, and device controllers such as smartphones, PCs, and tablets. 

Face recognition is considering as a non-touchable physical biometrics 

type, which means that the user needs no physical touch to any hardware part to 

use the system. However, integrating such a tool with smart home concepts will 

enhance security, comfortable, and power management effectively. Moreover, 

home members can control the home environment via privileges and priorities 

that are granted to the member ID index by the home administrator. 

3.2.1 Main Trends of the Proposed System 

One reason for constructing and designing the proposed system is to 

improve the system performance in terms security, comfortability, and saving 

power consumption, by using biometric-facial recognition and RFID techniques 

(integrating several aspects to building a real-time hybrid member identification 

system). The advantages of the proposed new technique have been leveraged for 

security purposes such as controlling home access by authorized members (RFID 

tags) and controlling the home environment through member privileges and 

priority factors. These factors rely on the outcome of the facial recognition 

subsystem, in both cases entering or leaving the home in real-time. Furthermore, 

the proposed system enables the administrator to monitor the home environment 

in terms of access home and member statuses (indoor and outdoor) via the system 

website and by receiving alert notifications sent by the system for the previous 

cases. Besides, the administrator has the ability through the system website 

options to monitor the home members and home environments remotely.  

Another objective of the designed system is to perform auto controlling 

home environments using concepts of IoT technology to increase the member’s 

comfort and minimize home power consumption via biometric technique (face 

recognition). This technique has been combined with a cloud server that holds the 

system database that saves the member profile contains member's information, 
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privileges, and priority granted to each member. Moreover, in the case of the 

Internet services is not available at the admin location, the GSM service is 

employed to allow the admin to control the home environment remotely. 

The above-integrated scenario contributes to the system efficiency that 

combined various techniques and algorithms to be one of a new system design 

which not available in the previous works as a unitedness smart home system.             

3.2.2 Requirements of the Proposed System 

The design and implementation of the real-time controlling and monitoring 

smart home system based on recognition methods and IoT concepts requires 

several tools that are necessary for the proposed system, such as functional, non-

functional requirements, hardware and software requirements. 

A. Functional Requirements 

Functional requirements mean what the system is supposed to accomplish 

and the services that applied. Whoever a user who has the authority to access and 

control home environment, enters into the system website interfaces, sends 

commends through system website options to control home environment, 

monitors home appliances and member status/activities, checks home sensors 

reading values, grants privileges to members…etc. There are two main types of 

functional requirements: System Administrator, and Members. 

• System’s Administrator: is a person who manages and monitors the overall 

system options, has the authority to access all modules, and able to insert, view, 

edit and delete the data; as well as giving the authority and privileges to the other 

member over the system database. 

• Members: are the users who want to use the system functions using the system 

website options through any remote-control devices based on the predefined 

members' profiles, which that allow members to act as an administrator on the 

overall home environment system. 
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B. Non-functional requirements: Non-functional requirements or sometimes 

called system qualities refer to all requirements that describe the system attributes 

such as; Security, Usability (comfortability), Reliability, Accessibility, 

Extensibility, and Availability. 

• Security: Any smart home systems require a robust security schema that 

provides basic security features like how to protect the access home and control 

home environment, against unauthorized users or control home appliances, over 

web-based interfaces system without authorization. The security must be used in 

cases, the home appliances network system and the system website interface 

(client and server-side) that allows controlling the home environment remotely. 

• Usability (comfortability): Refers to how interfaces are used or the methods of 

improvement system functions to easily use the system, during system 

implementation. It provides friendly user interfaces and minimizes member effort 

to use the system functions effectively. In addition to the functions associated with 

the member recognition system. 

• Reliability: Refers to the probability of the system to perform required tasks 

(during a specific period of time) without fiasco, in terms of monitoring or 

controlling process. 

• Accessibility: Each member can access the system and control the home 

environment anywhere and at any time within the limits of his/her privileges, 

priority and authentication procedure. 

• Extensibility: Means the ability of the system to accept adding significant 

extensions and features of its capabilities without changing the essential system 

architecture. 

• Availability: The ability of the system to perform its designated functions 

whenever required under any conditions. 

C. Software Requirements: To design an efficient system like the proposed 

smart home system based on recognition technique and principles of IoT 
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technology; they need some software tools for preparing the proposed system, 

such as the following software requirements: 

• Identification operations: MATLAB platform and image processing tools. 

• IoT based microcontroller: Integrated Development Environment (IDE) for 

Arduino code and libraries syntaxes overview. 

• Web-Server (Back-end) software requirement: PHP, database, MYSQL and 

also created APIs to communicate with clients and server. 

• Client-side (Front-end): HTML5, CSS3, JavaScript, and BOOTSTRAP. 

• Mobile Application: Android application maker. 

D. Hardware Requirements: It consisted of three subsystem hardware 

requirements in the proposed system as listed below: 

• Member identification stage: It consists of two-levels of checking member 

identification process: First, using an RFID device and RFID tags assigned to each 

authorized home member. Second, two webcams are used through biometric face 

recognition operations to capture member's faces (leaving and entrance). 

•   Database system location and processing information stage: This stage requires 

creating and storing system database on the server-side, and members use system 

functions on the client-side via web-based interfaces as illustrated below:  

1. Server-side 

This part consisted of a cloud server used to create and store a database that 

contains tables related to members' profiles, appliances options, member 

privileges and priorities, member's statuses, and sensors' values. Moreover, 

processing tasks-based member identification (ID index), transmitting the 

obtained results-based member profile as commends to the Electronic-Electric 

board system for controlling the home environment.            

2. Client-side 

The client-side is used by home members who have the authority and 

privileges to utilize the system's functionality. Client-side tasks are implemented 

via the remote devices' controller, such as PC, smartphone, and tablets. The 
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members use the electronic system website to monitor and control home 

environments remotely. Besides, the GSM service has been employed to control 

home appliances remotely. 

• Network home appliances design: the final hardware part of the proposed 

hardware system will consist of various pieces of equipment (electronic and 

electric) such as a microcontroller, relays, ethernet shield, power supply, sensors, 

electric wires, switch boxes, GSM shield, wires, etc.; this part is responsible for 

receiving instructions from administrator or system, through system website to 

control home appliances via Internet or GSM services. Additionally, sending 

home sensors measurements to the system website.  

In summary, the three proposed system design phases, require several 

aspects that should be taking in consecration, into configuring both hardware and 

software requirements as presented in Table 3.1. 

Table 3.1: The hardware and software equipment 

Proposed 

system phases 

Requirements 

Hardware Software 

Phase one 
RFID Device, RFID tags, two cameras 

(Leaving and Entrance) 

MATLAB platform MySQL 

Connector/ODBC 

Phase two 
Web Server, Remote devices control 

(like PC, Mobile and Tablet) 

MATLAB platform, Cloud server, 

Database (PhpMyAdmin tool), 

SSL (web security certificate) 

Phase three 

Microcontroller (Arduino), Ethernet 

shield, Wi-Fi adapter, Electric cover box, 

Relay (8 port x 2), Alarms, GSM shield, 

Air and humidity sensor, Gas sensor, 10 

switch plugs, 16 electrics led, Power 

switch(converter), Power supply 

MATLAB platform, Arduino 

IDE, PHP, MySQL, CSS, 

HTML5, JavaScript 
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3.2.3 General Structure of the Proposed Scheme  

The general scenario for the proposed system aims to enhance 

confidentiality, security, comfort, monitor, power consumption reduction, home 

environment control, and other various related features that serve the home 

resident member’s inside or outside the home. Figure 3.1 shows the general 

mechanism of the proposed system. 

 

Figure 3.1: General mechanism of the proposed system. 
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The proposed overall design structure consists of three main phases; each 

phase consists of two configuration environments, setting up hardware and 

software requirements as denoted in Figure 3.2. 

The first stage is done by building a member recognition system that 

authorizes home members to access and control the home environment 

automatically which consists of two major checking operations as follows: 

- The first is the access to the main home door gait using RFID member card 

(ID Index). 

- The second phase, verifies accessed member ID using face recognition 

biometric technique in real-time using two webcams (leaving and entrance).  

The Real-Time Member Identification Index System (RTMIIS) has been 

explained in section 3.3. 

 

Figure 3.2: General proposed system phases. 
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The second stage includes the processing and decision-making stage, 

involving the preparation and configuration of a particular database that contains 

smart home data and other functions. For example, the status of the appliances, 

home members profile (statues, priority and privileges), and environment control 

priorities, based on verified member ID index of the previous stage. Moreover, 

the home sensors' values received from the home network equipment are saved in 

the system database and displayed on the website system interface in real-time. 

This system is explained in section 3.4. 

Furthermore, an attractive responsive website has been designed for the 

proposed system, which consists of a group of options that enables the 

administrator to implementing and managing system functions by utilizing 

specifically designed interfaces for scrutinizing the system resources, monitoring 

members’ activities and control home environment remotely. The administrator 

takes action directly in case of any urgent condition benefiting the website data. 

Another facility is that the system offers environment control, through smartphone 

SMS service, for specific situations. Also, as advantage from email technology, it 

could send alert-notifications related to security purposes. For example, sending 

an alert email to the administrator if there is any member tries to access the home 

using RFID tags (attaching member’s name). Besides, notifying the home 

administrator when the home cameras detect any face through member 

identification system in both cases, known or unknown member attaching the 

detected face. This system is explained in section 3.5. 

The last stage includes auto home configuration by installing and linking a 

group of home appliances to the inner home network, which is connected to the 

Internet. In this level, the hardware design of the proposed home appliance 

network is described and encode the hardware for integrating with other system 

sections such as system database, transmitting with a web-based interface, retrieve 

and update the home environment data, and members information, and vice versa. 
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Besides, the use of GSM services through hardware implementation.  This system 

is explained in section 3.6. 

3.3 Real-Time Member Identification Index System (RTMIIS) 

The final proposed smart home system contains an important part which is 

the Real-Time Member Identification Index System (RTMIIS) that is used to 

determine the ID index of home members for security and controlling process. 

The system has been configured to recognize the home members in a real-time 

manner. The main target of RTMIIS is to increase the system confidentiality by 

identifying each home member with a unique identification number, besides, to 

help home members in controlling the home environment and resources 

automatically. This process is passed through several stages to obtain and verify 

the member ID index through two checking steps. The first step is to use RFID 

technology; and the second step is to verify the member ID index, by using one 

of the well-known biometric methods (face recognition) through six main steps; 

motion detection, input image, face detection, preprocessing, feature extraction 

and classification that are performed. The integration between RFID and face 

recognition improves home authentication for security and control purposes. 

Face recognition has been used to identify home members for certain 

reasons that does not need additional physical efforts compared to the other 

identification methods, like fingerprint or iris recognition methods; where the 

system can auto-captures the faces print, for identification purposes.  The process 

of determining the identity of any member is involved two related stages, RFID 

system and face recognition technique; each has different functions.   

I. RFID System 

The RFID device has the ability to identify individuals on the basis of 

his/her RFID unique ID card number, which makes it easier and more secure than 

the conventional method to access the home. It is very useful because it can 



 

62 
 

uniquely identify a person based on the assigned tag’s serial number. It can be 

effectuated fast and usually takes less than a second [128]. 

The member identity recognition process starts with setting up the RFID 

device; each user assigned an RFID tag and will be issued with a single ID to 

differentiate between user's identities. The process is presented in Figure 3.3. 

The RFID testing phase system consists of several steps. Initially, a table 

has been created in the database system that contains a list of six members. Each 

member is assigned a unique number based on the serial number of the tag circuit, 

which is not repeated with other members in the table. Also, the RFID tag state 

column represents the member RFID tag state that holds two options (off= Not 

Active, on= Active); and the door statuses column represents the action after 

 

Figure 3.3: Verifying the RFID member tag flow chart. 
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matching the RFID tags process via two options (on=open and off=closed door). 

Table 3.2 illustrates the RFID reader data.  

Table 3.2: Member RFID registered data 

Member ID RFID tag number Door state RFID tag state RFID member's state 

1 0006466158 Off/On Off/On Not Active/ Active 

2 0003829937 Off/On Off/On Not Active/ Active 

3 0003831214 Off/On Off/On Not Active/ Active 

4 0003835386 Off/On Off/On Not Active/ Active 

5 0003827616 Off/On Off/On Not Active/ Active 

6 000382749 Off/On Off/On Not Active/ Active 

Members do not have to use keys or wait for someone to open the door. It 

is highly time-efficient; therefore, members are allowed to enter the home where 

the scanned tag ID matches, the tag ID is kept in the related table in the database. 

The system will recognize and allow members to access home in a unique way. If 

any registered number is found matched with scanned ID data, then the system 

allows the member to access home by updating the member profile table (field -

door state) row from (off) to (on), and the field RFID tag row to (on) state (from 

Not Active into Active state) to be used in the next recognition process. Otherwise, 

s/he is not allowed to access home. Furthermore, the system sends a notification 

warning in both cases (known or unknown member) by email to the home 

administrator attaching member’s name. 

The process of updating and allowing access is done by connecting to the 

database on the server via a specialized tool, provided by the MYSQL Open 

Database Connectivity (ODBC), which was pre-configured to communicate with 

the database and the server, in order to complete the procedures for identifying 

the member and making the decision based on the result of the comparison. 
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Chapter 4, Table 4.1, 4.2, and 4.3 present the description and finding of 

implementing the suggested technique.  

II. Face Recognition System 

The second process in the proposed subsystem of identifying members after 

RFID stage consists of five steps, as displayed in Figure 3.4. The face detection 

module is a subsystem encoded by MATLAB platform used to extract face 

features from detected face shapes. It uses the image features by the face 

extraction process, converting the original image into a new format that matches 

the format of the images in the database. The 1 to N comparisons are made (face 

found in the frame compared with all faces (N) data which stored in the system 

local dataset). If the face does not match any of the local dataset faces, then the 

detected face attached to an alert email and sends it to the home administrator. 

Figure 3.4: Band diagram of recognition process. 
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The face recognition procedure (member's identity) is described below: 

A. Motion Detection 

The background subtraction method has been used to detect movement in 

front of the cameras used in the proposed system. It consists of several steps starts 

by capturing a picture as a reference and then observing capturing any picture by 

the camera, to reveal a difference between the reference image and the last 

captured image as a background model. The MATLAB platform is used as a 

platform for programming the algorithm steps. A video input object is created by 

running the ‘videoinput’ function. The input object provides a communication 

between MATLAB platform and the video capture device. The adapter which 

enables such communication for this system is called ‘webcam’.  The algorithm 

checks if the difference between the background model and the newly captured 

image (see Figure 3.5) is greater than the preset threshold (zero value).  If there is 

any (differences) motion detected, then the newly captured image is kept as a new 

background reference image and passed it to the face detection stage.  

B. Face Detection  

The face detection subsystem receives the new captured image from the 

motion detection stage in order to locate any human face in the image. The 

detection module processing the new image and if any human face detected; then 

the detected face will be passed into the next system stage. The face detection 

   

a. reference image                b. next frame                          c. motion detected 

Figure 3.5: Forming background reference and motion detection process. 
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method used in the real-time face detection subsystem is the Viola Johns 

algorithm. The face detection scheme aims to find and locate human face within 

the input query images. Finally, the detected face (ROI) within the image is passed 

to the next recognition stage. 

C. Preprocessing Stage  

The image pre-processing stage has the ability to minimize insignificant image 

data, decrease processing time, and increase matching accuracy for any 

recognition technique. Recognition of human identity systems-based face 

technique requires several successful pre-processing steps. For example, cropping 

the ROI by separating the face shape from the background, filtering true negative 

detected objects, resizing the ROI …etc. as shown in Figure 3.6. 

The preprocessing steps in the proposed recognition system are presented below: 

 

Filtering false detection 

Cropping detect face 

Resizing cropped face 

 

Figure 3.6: The steps of the preprocessing stage.  
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I. Filtering false detections: usually, any image may contain multiple false face 

detections. Once this "fake" information is transmitted to the face recognition 

module, it starts checking the false positive and true positive detected objects.  

II. Cropping step: The human facial has been classified as an ROI for the face 

recognition approaches and instead of using the whole image, the recognition 

system utilizes only the ROI as input data. It separates the detected ROI (face) 

area from the background and passed it only to the next stage. The detected ROI 

(human face) must be appeared as shown in Figure 3.7(a and b). 

III. Dimensions rescale: Generally, minimizing time processing is playing an 

important role in real-time application performance. However, resizing to a small 

scale of images may tend to lose some significant image features. The core 

function of this step is to rescale the cropped detected area (ROI) into a reasonable 

size. 

D. Feature Extraction 

Features extraction procedure ensures that the most effective facial data 

should be extracted and prepared for the classification stage. The first stage is to 

choose an effective feature extraction technique to enhance the recognition 

accuracy and computational time at the real-time application. The final stage is to 

create a database of local members’ faces in the proposed system and test it on the 

 

a. Detected face  b. Random samples of Local dataset cropped faces 

Figure 3.7: Face detection and cropping the (ROI). 
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proposed technique. In this work, two facial extraction techniques have been 

tested, the subspace, and deep learning techniques. 

3.3.1 Global and Local Data set  

In this work, for testing the effectiveness of the recognition system, the 

ORL database and local dataset have been employed as described below: 

A. Local Dataset Collection  

Every recognition system requires a reasonable quality webcam for 

capturing colored images with a high resolution, such as 640x480 or higher in real 

time mode. Figure 3.8 presents the collecting local dataset images procedure.  

Facial images have been taken from the home webcam under control 

environment such as light, pose, and accessories. The new created local dataset 

consists of 6 participants, including three men and three women images stored in 

separate folders. These folders have been combined into one folder as one dataset 

directory named (“localdataset”). The members were stood up at approximately 

the same distance in front of the camera, while a sequence of 250 images has been 

captured. For example, the 250 photos per person were taken at 640 x 480 in 

portrait format on the same background with variant facial expression. Each folder 

 

Acquire frames from 

webcam (640x480) 

Capturing images with 

background for static face 

recognition system 

 

 

a 

b 

c 

Figure 3.8: The main steps of collecting dataset, (a) the image capturing step, 

(b) the captured input image (640x480), (c) segmenting ROI face area 
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is indexed from s01 to s06 for the 250 images per person (see Figure 3.7-b). In 

this work, a total of 1500 images within the local members' database have been 

collected. 

The data collection phase (creating the local facial's dataset of members) in 

this work has been passed through numerous steps as follows:  

1. Capture number of images (250 images) for each subject separately, with 

resolution 640x480 using a webcam device.  

2. Apply face detection technique to detect person's face in the input query 

images. 

3. Crop the ROI (face) using the crop function.  

4. Resize the cropped face using resize function.  

5. Save the images in JPEG format for each subject separately in a labeled folder. 

B. ORL Database Characteristics 

The pixels count of each image in this database is 10,304 pixels. Table 3.3 

presents the properties of the ORL database. Figure 3.9, displays some facial 

images of several subjects were selected randomly from the ORL Database. 

Table 3.3: ORL Database Properties. 

Properties Explanation 

Purpose It is used primarily for face recognition algorithms performance testing 

# of Subjects 40 

#of person images 10 

# of Images 400 

Video / Static Static 

Gray / Color Gray 

Image Format Portable Gray Map (*.pgm) 
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Image Resolution 92*112 

Facial expression Three facial expression: natural, smiling and closed eye 

Face Pose Moderate pose variation (up and down, quarter profile to frontal view) 

Image Background Dark homogeneous 

Face Accessories Glasses 

3.3.2 Subspace Technique 

Generally, this technique is used to transform the high dimensional features 

image into a low-dimensional subspace. The classification process in the 

recognition system operates easier using a low-dimensional subspace of the image 

features. The first method tested in this work makes use of the statistic approach 

by extracting significant features of the digitized images by combining the DWT-

2levels with a proper filter. Next, the PCA algorithm for dimension reduction is 

implemented on the 2D extracted features [78].  

Figure 3.9:  Random samples selected form ORL database. 
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The extraction of significant features process includes the DWT 

decomposition method and the PCA algorithm to select the strongest image model 

descriptor, the significant face pixels, and dimensional reduction procedure as 

shown in Figure 3.10.  

The images are processed by distributing randomly the person's ten images 

into two groups, test images, and train images.  

I. Feature Extraction Stage: In the first stage, the face recognition system 

analyzes the person image’s features by using a special DWT transformation 

module. The first phase is to extract significant features from train and test groups 

of images by decomposing the images (train and test dataset) with the DWT2 

function and bio-orthogonal filter type (bior5.5). The first level of decomposing 

ORL Face Database Images (static images) 

Test images set Train images set 

DWT-2Levels- 

Bior5.5 Filter 

DWT-2Levels- 

Bior5.5 Filter 

Face features 

dimension using PCA 

Algorithm 

Face features 

dimension using PCA 

Algorithm 

Face Classifiers 

Evaluate Classifiers  

Classified Face 

Reference Model 

Database 

Enrollment 

Figure 3.10: Flowchart of the proposed technique 

…… 

 ……...  
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produces four parts through applying two types of filter (low and high pass filters) 

and subsampling horizontally and vertically on image channels (see Figure 3.11). 

At the first level, the 2D-DWT method transforms the image into four bands 

of wavelet coefficients which are high, middle and low frequencies. One LL1 

approximation band and the three others are HL1, LH1, and HH1 detail bands. At 

the second level, only the LL1 band would be transformed into four coefficient 

bands, the approximation (LL2) band, and HL2, LH2, HH2 detail bands. Figure 

3.12 shows implementing DWT- 2-levels on a subject image in the ORL dataset.  

The resulted coefficients would be grabbed to form the inputted variables 

for the final feature extraction stage. PCA is a statistical analysis method used for 

2D image 

bitmap. H L 

 

HL1 LL1 

HH1 LH1 

(a) First level of decomposition 

HL1 

HL2 LL2 

HH2 LH2 

HH1 LH1 

     (b) Second level of 

decomposition 

HL2 LL2 

HH2 LH2 

 

Significant face 

features map 

Figure 3.11: Selection face features map using 2D_DWT. 

Figure 3.12: Implementing 2-levels of 2D_DWT. 
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dimensionality reduction of the facial extracted features as a normalization step. 

In the proposed recognition system, the PCA method implemented afterward the 

DWT process on each dataset group samples at the final feature extraction phase. 

II. Subject Classification: Next, store each vector in the reference model 

database (Train dataset), and prepared to be used in the prospective classification 

procedure, with feature vector (Test dataset), in order to classify each subject test 

face. In this stage, three classification methods have been used to determine the 

efficiency of the proposed method on the ORL dataset. These techniques are 

Euclidean, Manhattan, and Cosine Distances. Chapter 4, Tables 4.4 and 4.5 

present the findings and discussion for the proposed technique performance. In 

this work, the results are higher than other published related works [78].  

 3.3.3 Deep Learning Technique 

Supervised machine learning methods have been preferred in most Face ID 

applications. As the face print capturing environment may change and be affected 

by external and internal factors that negatively affect extracting facial features. 

These factors motivate researchers to use advanced and specialized technologies 

such as deep learning techniques in such applications, in which research has 

shown that these methods improve the accuracy of faceprint recognition. CNN is 

a neural network algorithm that has demonstrated high efficiency in various fields, 

especially in face recognition applications. CNN is a kind of neural feed network 

consisting of multiple layers. The CNN model is usually made up of many layers. 

The CNN layers need input data in the form of a multidimensional array to 

generate multidimensional array but with new values. In the next level of the CNN 

procedure, the output data of the previous layer is the input data to the next layer. 

I. The Proposed CNN Structure Model  

The CNN model structure designed in the present study includes multiple 

layers structure, which were the input data layer, three convolution layers, three 
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batch normalization layer, three activation layers, three pooling layers, fully 

connected layer, SoftMax layer, and classification (output) layer.  

In the proposed CNN model, the value of the model hyperparameters were 

configured and changed frequently to achieve a higher recognition accuracy rate. 

The recognition system-based CNN model has several sequences of steps of the 

overall improvement of the facial recognition technique as shown in Figure 3.13. 

First, it starts with the image preprocessing stage, which consisted of cropping the 

(ROI) face area and resizes images. Second, the extraction of facial features, and 

finally is the classification step based on extracted features. In the classification 

process, the SoftMax and classification output layers have been used based on the 

facial features enrolled by CNN extraction layers.  

The proposed recognition system was implemented and tested in three cases; 

firstly, the system was implemented and tested on the standard ORL database as 

a static recognition system. Second, the implementation and testing of the 

proposed technology on the new local database as a static recognition system. The 

final platform is to configure and prepare the proposed method for identifying 

people in real-time on the local database specially created in this study as a 

reference for the classification stage. 

II. Face Recognition System-First Testing 

 In the first level, testing the recognition system performance using the 

constructed CNN applied on the ORL dataset has been implemented. 

 

Preprocessing 

phase 

Classification 

phase 

Feature extraction 

using CNN model 

Recognition of 

subjects' result 

Figure 3.13: CNN model band diagram. 
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The algorithm has been executed in three steps as below: 

1. Resized the input images into 32x32x1, and 64x64x1. 

2. Built a CNN structure that include 16 layers made up of input layer, 

convolutional, max pooling, batch normalization, ReLU, convolutional, batch 

normalization, ReLU, max pooling, convolutional, batch normalization, ReLU, 

and max pooling layers respectively. 

3. After the feature's extraction phase, fully connected, SoftMax, and classoutput 

layers have been used in the classification procedure (Figure 3.14). 

The MATLAB software has been used as a platform to design and test the 

proficiency of the recognition system performance. After the image pre-

processing stage, the images size is changed into 32x32x1, and 64x64x1. The 

CNN model is dividing the dataset into two groups, train set, and test set.  Here, 

train and test sets have been assigned different percentages 50%, 80%, and 90% 

of images were assigned as train dataset and 50%, 20%, and 10% as test dataset, 

respectively. At this point, numerous tests have been conducted via adjustments 

 

Figure 3.14: The proposed CNN layers structure. 

 



 

76 
 

in model hyperparameters such as kernel size, input size, learning rate, batch size, 

weightsInitializer, biasInitializer, number of the epochs, padding, maxpooling 

parameters, stride…. etc. Performance of the proposed CNN was evaluated 

according to the correction predictions of test dataset with the train dataset.  

Chapter 4, Table 4.6 and 4.7 present the findings and discussion of the 

proposed technique performance. In this work, the results are higher than other 

published research that have used deep learning techniques. 

III. Face Recognition System-Second Testing  

In the second level, testing the recognition system using the designed CNN 

model on a local faces dataset has been conducted. 

 The algorithm has been carried out in four major steps as mentioned below: 

1. Creating the local face dataset.  

2. Rescaled the input data images size to 32x32x3, and 64x64x3. 

3. Constructing the CNN model that composed of 16 layers, input image, 

convolutional, max pooling, batch normalization, ReLU, convolutional, batch 

normalization, ReLU, max pooling, convolutional, batch normalization, ReLU, 

and max pooling layers respectively (see Figure 3.16. These layers have been used 

for the image feature extraction and enroll the results in the train dataset. 

4. After the feature's extraction phase, the fully connected, SoftMax, and 

classoutput layers have been used in classification procedure.  

The MATLAB platform has been used to design the CNN structure and 

testing the recognition system performance in a static schema. Testing the 

performance of the CNN model based on distributing the subject images into two 

groups, train set and test set. The CNN model evaluation is also based on two 
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scales of the input image size (32x32x3, and 64x64x3). Figure 3.15 shows the 

architecture of the convolutional neural network 

At this stage, train and test sets are assigned different percentages like 80% 

and 90% of images as a train dataset, while 20% and 10% are assigned as test 

dataset. At this point, numerous tests have been conducted via adjustments in 

model hyperparameters, for example, input image size, learning rate, 

weightsInitializer, batch size, biasInitializer, number of the epochs, padding, 

stride, filters (kernel) size, Maxpooling parameters, and … etc. The performance 

of the proposed CNN was evaluated according to the correct prediction of the 

validation test dataset and train dataset.  

Chapter 4, Table 4.8, shows the findings and discussion for the proposed 

technique performance.  
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Moreover, the proposed CNN model has been tested using only one static 

image for each subject from the local data set, to identify subjects (1-6) within the 

local dataset. Figure 3.16 shows the static recognition system procedure. 

The evaluation mechanism has been tested by implementing the four stages 

that are used for train and test datasets. In the train phase, extracting features (input 

image size 32x32x3 and 64x64x3) were saved in the reference dataset as a bitmap 

for the input test image classification. The input image was tested as CNN model, 

and the performance was tested by the recognition system and then categorized 

by the CNN model based on the enrolled train images features in the local dataset.  

The proposed recognition system-based user's facial has been developed in 

this work, to be used in the proposed smart home management system to improve 

the security and manage the home environment in real-time mode.  

IV. Face Recognition System- Real-Time Testing  

The recognition of human-based facial features in the real-time 

environment is an extremely complicated procedure. A robust face tracking and 

recognition system relies on an efficient feature descriptor and classifiers that 

 

Figure 3.16: Static testing CNN model band diagram. 
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should build and used as a solution for the security and controlling gaps in the 

smart home systems.  

The proposed methodology consists of five main stages; namely, capturing 

an image, finding face in the captured image, preprocessing, extracting features, 

classifying the detected face, output the identified subject ID. Figure 3.17 presents 

the Real-Time Dynamic Face Recognition System.  

Below are the main steps of the RTDFRS: 

a. Image capturing: Taking an input image as a face test is a tricky 

procedure, especially in real-time systems, because the image capture 

environment exceedingly affects recognition accuracy. Therefore, image capture 

in this system is performed under a controlled environment such as light, front 

face, and expression to identify the target's face at a high accuracy rate. 

b. Finding face: Face recognition requires detecting the person's face position 

in the input query images in real time systems. In this stage for face detection step, 

the AdaBoost technique has been used. 

c. Preprocessing: The next step is to segments the face shape (ROI) from the 

background. Next step involves resizing the cropped ROI to a new size scale 

(either 32x32 or 64x64) and passes the result to the feature extraction stage.  

 
Figure 3.17: The RTDFRS diagram 
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d. Feature selection: The proposed CNN model has been applied on both 

train dataset and input (test) image for extracting features (see Figure 3.16). The 

test image extracted features number must match the enrolled train images dataset 

features in the classification phase via the CNN classification. Chapter 4 presents 

the recognition accuracy rate achieved 98.5% by the face recognition module on 

local dataset in real-time mode. 

3.4 Multi Subsystems Data Processing and Decision  

Generally, the Home Automation System requires various software and 

hardware tools that may hinder or complicate the system architecture at the system 

design phases. Therefore, several computer programming languages have been 

used to build the proposed system partitions, hardware, and software frameworks 

based on the Open -Hardware platforms. In the proposed system communication 

scenario, the utilized web-interfaces have linked via the cloud server with the 

database sections. The database is composed of user's profiles and information of 

all home network devices. The home member remotely controls the home 

environment and has the ability to query the device’s status information from the 

database via the webserver. The microcontroller handles all of the home network 

operations and communications. The controller operates as a hardware control 

unit that receives commands and gathers data from sensors via remote control 

devices. Figure 3.18 presents the main parts of the software packages and the 

location where they operate. 
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Below outlined the components of the control unit are listed, and their roles. 

3.4.1 Control Element 

This part is considered as one of the major parts of visualizing system data 

and performing data analyzes, then making decisions according to the available 

system data processing results. This part can be called the decision center in the 

smart home controller environment platform. In other words, it effectuates as a 

brain of the proposed system. Generally, it includes: 

I. The Cloud Server: The process of communication between the home 

environment (devices data and member requirements), in both cases, inside and 

outside home, requires an intermediary technique named a Server. The 

communication process performed through the Internet services. In the proposed 

Figure 3.18: The Main software sections 
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system, the server is used to allow communication between the system platform 

and users through remote control devices. The server requires several programing 

languages to prepare the communication environment for optimal use of the 

proposed system tasks such as Apache HTTP 2.4.39 and PHP5.  

II. Web Interfaces: The communication process between the system and users 

provided by the server is required design and configure several web interfaces. 

Configuring web interfaces allow members to interact with the entire system 

functions in simple way. The structure and the template interfaces are built using 

CSS3 and HTML5 languages. Besides, PHP5 and MySQL have been used to 

build the client request and access to the server operations, and vice versa. 

III. The System Database: A structured database is a system information 

repository. The data usually structured to model environments in a way that 

permits and facilitates information management processes. The data repository is 

accessible through the system management part, by members via web-based 

interfaces. The open-source MYSQL and PhpMyAdmin tools have been used to 

build the system database. An overall organized database framework enables the 

database to be clarified, developed, queried, modified and managed. 

In the proposed system, the system database plays a major role in data 

processing and decision making based on the processing of data available from 

the home network environment. It is effectively affecting the implementation of 

the default functions within the proposed smart home environment. The key tasks 

in applying the suggested framework, in general, are as follows: 

1. The database is the link between the smart-home environment in terms of 

devices and users. Furthermore, it allows the home administrator to manage 

and monitor the home environment and members in real time. 

2. It has the ability to analyze the data and prepare the suitable commands to the 

smart home control network for implementation stage.  



 

83 
 

3. It has the ability to arrange and prepare home data in real-time for the system 

administrator to monitor, security and control purposes. 

4. The system administrator or other authorized member controls the home 

environment in terms of devices and grant privileges to home members. 

Based on the previous features, the proposed system database labeled 

(phd_project) has been created. The database comprises four main tables, the user 

information table (user_profile), home devices information table (user_devices), 

and the access (authentication) system website table (login_info), while the last 

table includes sensors data (sensors_values). Figure 3.19 presents the architecture 

of the database and the relationship between database tables. 

3.4.2 The Electronic-Electric System Board 

The packet is a set of devices installed on the home network within the 

system design. The major packet task is to perform the commands sent by the 

central control unit to the home network. The packets are programmed using 

 

Figure 3.19: Database structure and tables relationship 
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open-source libraries and related integrated software environment that is 

configured and installed into system hardware components. 

3.4.3 Remote Devices Control 

Smartphones, tablets, laptops, and PCs are being used to connect to the 

home automation device as a remote-control network via electronic web site. The 

members via these devices can use system features anywhere and at any time. On 

these bases, PCs, tablets or smartphones can be used as a home remote device to 

remotely control and monitor the smart house via the Internet services or 

controlling appliances using GSM services.  

3.4.4 Workspace 

It simply works to redirect the members into the system Web-based 

interfaces, where the system settings can be modified. Furthermore, the scenarios 

of controlling home environment are performed based member needs. 

3.5 Online Smart Home Management System Platform 

The OSHMS is the web-based smart home management system platform 

that has the ability to administrate all the system sections and packages. Besides, 

it allows the user to program assumptions based on the home environment data 

and users' needs. This section represents one of the main parts of the thesis as a 

platform developed in the form of web-based friendly interfaces to manage, 

monitor, and control the home environment and its members. This part of the 

thesis is analyzed carefully and made up of all the possible functions to cover most 

of the smart home system aims. 

Thus, robust and optimally distinct user interfaces are required to display 

the home environment data on them and allow household members to meet 

various requirements they need through the system functions in the easiest way.  
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Most of the web-based interfaces for smart home systems must be building 

up to fitting the next points: 

• Remote access: The Graphical User Interface (GUI) has many important 

features that are highly recommended allowing members to access the system 

interface remotely as it is a multi-platform that is not restricted to a specific 

operating system or hardware. Moreover, it is flexible to access the system 

website through a browser via any device controller over the Internet. 

• Responsive: Members access web-based interfaces through remote device 

controllers across different screen sizes by using the responsive web design 

technique in the development stage. 

• Administration role: The web-based interfaces must be used by members who 

have the authority to use and access the home management system. The home 

administrator has the ability to grant access authority to other members. 

• The flexibleness: The design of a web-based interface should be applicable for 

different smart home systems. The user interfaces can suit other systems which 

may require adding more appliances or preset the home environment. 

• Generalization: The web-based user interface must be developed to 

comfortably and effectively use all the functions of the smart home system. 

 

❖ Web-Based System Interfaces Design 

The proposed Online Smart Home Management System (OSHMS) is 

developed using several web technology languages and related tools such as 

hypertext preprocessor (PHP), Structured Query Language (MySQL), CSS3 

(Cascading Style Sheet 3), and HTML5 (Hypertext Markup Language5). The 

OSHMS comprises twelve user-friendly interfaces, each interface designed for a 

specific task related to the thesis topics. Most of the OSHMS operations are 

interconnected with the system database. Figure 3.20 presents the web-based user 

interfaces and the relationship with system database tables. 
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The OSHMS design and functions are illustrated below:  

A. Login Member Interface (Software Authentication): The login interface is 

to secure access to the system resources and using the system functions by 

verifying the access authority of the member. The process of securing access to 

the proposed system relies on the email address and password of the registered 

member. The login interface design consisting of two main parts. The first is to 

prepare a login table in the system database. The second stage is to design the 

login web-page used by the authorized member to access the system website. In 

the first stage, a table has been prepared on the system server named (login_info). 

The login system interface has been designed using web technology languages 

and other database tools. Figure 3.21 presents the login member interface. 

Online Smart Home Management System 

(OSHMS) 

Login Member 

Interface 
login_info 

Table 

Manually 

Control Interface 

Family Members 

Status Interface 
Family Members 

Interface 

Real Time 

Data Interface 

sensors_ 
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Table 

Remove Admin 

Account Interface 

Add New Admin 

Account Interface 

Home Members 

Privileges Interface 

New Account 

Information Form 

Interface 

Delete Admin 

Information 

Interface 

Home Members 

List Interface 

Granting Member 

Privileges Form 

Interface 

Figure 3.20: The OSHMS and the relationship with system database tables. 
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B. Home Page: This page consists of five sections (see Figure 3.22), each with 

specific functions. These sections are (Family Members, Manually Control, 

Family Members Status, and Real-Time Data). 

C. Family Member Interface: It includes three sub-interfaces, each of which 

performs a specific function within the system by the authorized member. These 

sub-pages are (Add New Admin Account, Remove Admin Account, and Home 

Member Privileges) as illustrated in Figures 3.23.  

Below are the descriptions of the sub-pages: 

 

Figure 3.22: The system main interface. 

 

Figure 3.21: Login system interface. 
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I.Add New Admin Account: It is designed to add new account into the table 

(login_info) in the database. This process is implemented in two phases. In the 

first phase, filling New Account Information Form interface as shown in Figure 

3.24, which includes four parameters. The table (login_info) has the fifth field 

(status), its value automatically assigned (NotActive) for the registered new 

account. Next, by clicking the (Save) button on the interface; the data will insert 

into table's related fields (logi_info). In the second phase, the system sends an 

activation email to the home administrator for activating the new account.  

 

Figure 3.23: Family member interface. 

 

Figure 3.24: The new account form interface. 
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II. Remove Admin Account: A specific administrator account is removed by 

clicking the (Delete) button, as all data related to the member account in the 

(login_info) table will be deleted, and s/he cannot access and use the system web-

based interfaces. Figure 3.25 shows removing administrator account interface. 

D.Home Member Privileges: It allows the home administrator to grant or modify 

the privileges of the home members which controls the home environment by 

accreditation on the result of member identification processes and his/her priority. 

The Home Member Privileges interface is considered one of the main 

contributions to the proposed web-based system. The privilege web page 

architecture has two sub-pages, the first page displays the list of registered home 

members as described in Figure 3.26.  

 

Figure 3.26: Home members list. 

 

Figure 3.25: Remove administrator account 

interface. 
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The member’s information is retrieved from ‘user_profiles ‘table through a 

query tool using MYSQL and PHP script within the HTML page.   

While the second page provides the administrator an option to grant or 

modify member's privileges as presented in Figure 3.27. The administration 

control member privilege option is provided by clicking on the ‘privileges’ 

hyperlink in the ‘Home Member List’ subpage. 

This process is made up via the webpage variables and the tables parameters 

(user_devices and user_profile) in the system database. 

The importance of this process is evidenced by controlling these variables 

related to the automatic control of the home environment according to the 

member's priority and privilege that follow the stage of member recognition stage 

automatically.  

 
Figure 3.27: Home member privileges 
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E.Manually Control: The Current Status of Home Appliances interface has 

been designed to display the name and the ID of the active member who currently 

controls the home environment and displays all the home appliances that operate 

within his/her privileges. It allows the home administrator to monitor the status of 

home appliances installed within the home environment network in real-time 

mode. Besides, the home administrator has the privilege to control the home 

devices (ON or OFF) regardless of who controls the home environment through 

one of the remote-control devices in a real-time manner anywhere at any time. as 

shown in Figure 3.28. 

 

Technically, the MYSQL query has been built to modify the status of the 

appliances (from On to OFF or vice versa) in the home table (user_devices). At 

the final step, the system transfers the latest home control updates to the hardware 

Figure 3.28: The current status of the home appliance interface. 
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control unit to update the status of devices in the home environment. In summary, 

the home administrator can monitor the current home appliances status and make 

an update to the home environment, regardless of where and when the changes 

are made, and who is controlling the home environment at present.  

F. Family Members Status: As shown in Figure 3.29, this interface provides the 

home system administrator to visualize the members' status, whether they are 

(inside or outside) the home at present. Besides, it allows the administrator to 

observe and member who has the highest priority among the registered members 

inside the house that control the home environment. 

 A query has been built to retrieve member information from the 

(user_profile) table, as two groups of member information (inside group and 

outside group). These groups are listed according to the tables (user_profile and 

user_priveliges). Additionally, the MYSQL query organizes the list of the two 

groups in descending order according to the member’s priority. The data of groups 

is updated if any member (inside or outside) has updated his/her status, and the 

member at the top of the list controls the home environment 

 

Figure 3.29: Home member status interface. 
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G. Real Time Sensors Data: The Real-Time Sensor Data interface provides 

sensors values measured within the home environment in a real-time as shown in 

Figure 3.30. The home admin is allowed to monitor the home environment and 

take the necessary decision if something abnormal appears in the home 

environment. The system is also configured to send SMS to the home 

administrator if the current value of one of the sensors values exceeds the 

specified threshold. A query has been encoded to retrieve sensor values from the 

table (sensors_values) that receives sensors' signals installed in the home 

environment network.   

3.6 The System Hardware Platform 

The layout of the hardware system has been developed according to the 

proposed framework as is shown in Figure 4.40. The hardware design of the 

proposed system can be divided into three integrated categories as follows: 

- The hardware control devices (Microcontroller, Relays, Regulator, 

switches, electric box cover, alarms, lids, sound alarm, wires, PCB, voltage 

screen, ampere screen, power supply, volt regulator, and Remote-control 

devices). 

Figure 3.30: Real time sensors data interface. 
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- The network communication tools (Ethernet shield, and GSM shield (Sim 

card)). 

- The home nodes equipment (the home appliances and sensors).  

Figure 3.31; sum-up the hardware components and the relationship between 

these hardware entities which drawled using the Proteus platform (V.8.10).  

At this stage, the major hardware components have been interconnected to 

send/receive the information among the proposed system parts (hardware and 

software) with confidence and flexibility. 

 

Figure 3.31: The schematic layout of the hardware system. 
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To make the system function efficiently, adequate coordination of these 

components is required so that the system ensures that the members are provided 

with all the necessary data. These data are necessitated to monitor the home 

environment through the web interfaces based on the system database. Thus, the 

home administrator can follow up on the home environment data, members' status, 

and apply controlling commends sent by the system or via text messages. Figure 

3.32 presents the system relationship (hardware and software components).  

3.6.1 The Hardware Control Components  

The control phase of the home environment is an interconnected network 

of devices and sensors representing the home network combined in an Electrical-

 

Figure 3.32: Hardware structure design and relationship between hardware entities. 
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Electronic board. The use and control of the home network require employing 

services that support exchange information and transfer commands between 

system devices and the control center, allowing users to observe and control the 

home network through Internet or GSM services. 

Technically speaking, every device within the network of devices can be 

seen as a separate block related to the function it performs. The line-of-work 

sequence of system functions is shown clearly by observing and assembling the 

function of each of these devices. The input/output ports of devices in the home 

network have been connected to the microcontroller through an electronic relay 

part. The control unit is programmed to control the operation of each device-based 

member requirement or receives and transmits the data from the home sensors to 

the OSHMS.  

There are three methods designed to control the home environment, 

namely, member recognition module, responsive web-based interfaces, and GSM 

technology. The system requires Internet and GSM services to manage the system 

functions. Below is an overview of the hardware control components and most of 

the tasks related to each specific entity used within the system infrastructure: 

a. Microcontroller: The hardware architecture of the proposed system is based 

on Arduino microcontroller. It is an electronic platform that can be configured for 

system development. There are many characteristics of this microcontroller such 

as: 

--It includes an electronic circuit board that can be encoded by a specialized 

platform. 

--It has been developed for programming standalone hardware components. 

- It is considered as a microcontroller with digital and analog pins along with 

additional external parts. 

The Arduino Mega 2560 is the microcontroller board utilized in the 

proposed hardware system. The microcontroller has the software Arduino 
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platform called Integrated Development Environment (IDE) that is employed to 

write and upload the script code to the microcontroller.  

The microcontroller pins (analog and digital) have been connected to the 

home appliances and other necessary devices as output devices. Additionally, 

other microcontroller pins were connected to input devices such as sensors.  

Table 3.4 illustrates the microcontroller pins configuration (All connections 

of the modules, appliances and sensors) used in the proposed hardware system 

design. This work uses an adapter to feed power to all system hardware 

components including the microcontroller. 

Table 3.4: The microcontroller interfacing sensors and devices modules. 

S. No. Modules and sensors Arduino MEGA Pins 

1.  Gas sensor 24 

2.  Temperature sensor 26 

3.  Humidity sensor 28 

4.  Relay (TV) 27 

5.  Relay (Washing Machin) 23 

6.  Relay (Refrigerator) 25 

7.  Relay (Water Heater) 31 

8.  Relay (Clothes Dryer) 33 

9.  Relay (Clothes Iron) 35 

10.  Relay (Nightlight) 37 

11.  Relay (Window fan) 39 

12.  Relay (Celling fan) 41 

13.  Relay (Microwave oven) 29 

14.  Relay (Buzzer) 22 

15.  Relay (Door status) 32 

16.  Relay (Internet connection-led) 30 

Each part has been programmed separately by Arduino IDE for a specific 

function. The digitalRead (), digitalWrite (), and pinMode () functions within the 

IDE platform were used to determine the input and output operations for each of 

the digital pins used in the proposed system. 
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Various related libraries have been used to program the hardware functions, 

which is performing to a better-attuned state of the embedded shields with 

different types of devices. Hence, they are easy to be constructed, and they can be 

accessed easily. More logically, device programming has kept in two 

programming tools: void setup () and void loop () when a sketch run, then the 

SETUP function is called.  

The setup function has been employed to set variables, pin modes, and the 

attached libraries, etc. It is a one-time running function, which operates after 

powering the board up or resetting the board. When a SETUP function is created, 

initial variables are set values, while the loop function reiterates as its function 

requires. In order to control the operating board, the setup () function is running.   

The hardware programming script has fragmented into nine sections as 

follows:  

-The first section: In this section, the necessary software libraries such as GSM 

service libraries, sensor libraries, and Ethernet Shield libraries are included. 

- The second section: In this section, all program variables, their used data type 

and exchange data are defined. These variables are used to exchange data among 

different program modules. 

-The third section: In this section, the connection to the website part (OSHMS) 

has been configured. This is used to transmit the data and receive the system-

related website instructions that have been issued by the system website interfaces 

or members’ recognition stage. 

-The fourth section: In this section, the microcontroller pins have been identified 

and allocated to the I/O devices within the home appliances network as presented 

in Table 3.4.  

-The fifth section: In this section, the status of the devices is determined by 

configuring them as output devices.  
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-The sixth section: In this section, the sensor's data output slots (pins) have been 

determined. Theis data would be displayed in its specified interface on the 

system’s website and it will be sent to the system administrator in the form of 

SMS in case of emergencies.  

-The seventh section: In this section, the received messages sent by the system 

administrator would be read periodically and in successive and continuous 

intervals. 

-The eighth section: In this section, communication with the system server would 

be conducted, where the sensors’ values would be read and sent to the website, in 

addition to sending alert messages to the system administrator’s mobile phone in 

case of emergencies through SMSs and control home alarm activation. 

-The ninth section: In this section, the data of the website is being read; the 

related person acquires the control over the home environment, as the relevant 

person's devices will be activated according to his priority and the privileges 

granted to him/her. 

The final stage includes loading the program on the microcontroller after 

linking all the devices to the electrical circuit that is composed on a unique board, 

named as Home Environmental Network. 

 It is worth noting that the program has been implemented and tested in two 

phases: conducting the test over the proposed system as a simplified prototype 

that includes implementation in a virtual home environment, performing 

experiments on the system sections such as member's identification, remote 

controlling ...etc. Figure 3.33 presents the simulation of the established prototype 

of the system 
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The final implementation and testing process are carried out by preparing an 

integrated Electronic-Electric board ready or installation inside the home, and 

conducting large-scale experiments in this thesis through actual electrical devices 

in a real home environment connected to the system board designed in order to 

implement the system functions, as shown in Figure 3.34 and 3.35. 

 

 

Figure 3.33: The simulation of the prototype. 
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Figure 3.34: The Final labeled Electronic-Electric model (Front view). 

 

Figure 3.35: The final Electronic -Electric model (Inside box view). 



 

102 
 

b. Relay Circuit 

The Relay Module 5V 8-channel has been used in the proposed work. In this 

porotype, the home appliances are run on a high voltage like 220V such as TV, 

fan ceiling ...etc. Therefore, to operate these appliances, the relay shield has been 

used in the system circuit board. 

3.6.2 Network Communication Tools 

In this section, two communication tools have been used that provide 

internet and mobile communication services within the system structure. It 

allows authorized members to monitor and control the home environment 

anywhere and at any time. Below is the description of the services and devices 

used in the proposed system: 

1. Ethernet Shield 

The Ethernet shield provides internet services for the microcontroller 

through an Ethernet cable. The used shield in the proposed system is based on the 

Wiznet Ethernet chip W5100 that provides a network (Internet Protocol (IP)) 

stack. It provides Internet services to the microcontroller via a standard RJ 45 

connector with a Wi-Fi router.  

2. GSM Shield (Global System for Mobile communication):  

GSM service has been used as a communication tool in the proposed system, 

since it has a wide range of scope, almost all time keeping the home network 

online even if the Internet is not accessible, and GSM offers an architecture of 

high reliability and protection that prevents eavesdropper to track the flow of 

information. 

GSM services have been employed in two cases: 

- The first case: The home administrator has the ability to remotely control the 

home environment in terms of turning on/off home appliances installed within 

the network by sending an SMS code (such as D1off or D8on) to the GSM shield. 
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- The second case: The system sends an alert message to the home administrator 

in emergency cases that occurs in real-time.  

3.6.3 Home Network Nodes  

Home network devices consist of a set of IoT hardware elements that are 

included in the smart home hardware infrastructure. This is often limited to 

memory usage, electricity consumption, and devices (sensors/actuators) that users 

control remotely. The infrastructure of the proposed system is an adjustable 

model, whether by adding a new IoT device or removing an existing one 

according to user requirements and the system’s ability to expand in terms of 

hardware and software parts. 

Home network devices contain two essential concepts that have been relied 

on and adopted in the design of the proposed system architecture: 

• IoT component: The hardware components (appliances) which are connected 

to the microcontroller, such as a fan, a refrigerator, or a heater.  

• Mode: A pair of characteristic values associated with a specific component, 

most home network nodes have two feature mode values (off = 0 and on = 1) for 

controlling devices in the home environment. For example, the TV thing has two 

values (off = 0 and on = 1). The home network infrastructure consists of a limited 

number of home appliances and sensors, as they were used in the overall design 

to experiment with the design and implementation of the proposed system in a 

real home environment. 

In the proposed system, ten devices were controlled by the system relays to 

connect them to the high voltage circuit (220V). In the final design of the 

electronic-electric board, the electronic outlets are connected to the electrical 

switches by electrical wires as the end node and LED lamp are installed on the 

front of the board for each home device separately. These LEDs are turned off/on 

only if the related attached device is operating. The electronic-electrical panel is 

somewhat similar to a traditional home electrical panel. But the power supply for 
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appliances installed on the home network in the new design is controlled 

electronically.  

Moreover, there are other required devices installed on the final board model 

such as a screen display the high voltage value of the current feeding electricity, 

wires, electric switch boxes, and a screen displays the total domestic electrical 

load that is consumed at present at home as shown in Figure 3.45 and 3.46. 

The following is a description of the features and uses of sensors installed 

within the home network hardware infrastructure: 

-Buzzer: In this system, in addition to sending SMS messages to the 

administrator, a low-cost sound alarm and a red LED on the home Electronic-

Electric board have been used to warn someone in the home about the existence 

of emergency situations and needs to intervene and take the necessary actions to 

avoid the jeopardies that may result from this case. For example, if the gas sensor 

value exceeds the specified threshold value, the system will send SMS to the home 

administrator, and both the alarm sound device and the associated LED will be 

turned on. 

-Sensors: In this work, several sensors have been used to measure the home 

environment. For example, gas, temperature, and humidity sensors were used in 

the proposed system. The sensor readings will be continuously submitted to the 

central repository (system database on a cloud server) in real-time. 

The followings are the descriptions of the features and uses of sensors 

installed within the home network infrastructure: 

1. Gas sensor detector: The function which controls this action is called 

analogWrite () and delay. If a gas leakage is sensed and the value is passed the 

specified threshold, then an instant message is formed and sent by a GSM module 

to the home administrator mobile and the gas/fire alarm rings.  
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2. Temperature and humidity sensor: The sensor used to read temperature and 

humidity values inside the home environment and display the values on the 

relevant system website interface. It allows the home administrator to monitor the 

home environment in terms of temperature and humidity. Besides, the system will 

send warning messages to the admin mobile through the GSM module and rings 

the related alarm in case of emergencies. 

3.7 System Implementation  

This section covers the practical view of the implementation of the 

proposed system. It focuses on the implementing system components in the real 

home environment and making required assessments for the implementation 

process. After the final design of the Electronic-Electrical board has been 

completed and preparing complement system sections (hardware-software); the 

three essential parts have been applied as follows:  

- The first part: Is the auto controlling of the home appliances through the 

implementation of a member identification module (face recognition and RFID). 

- The second part: Is the controlling the home environmental management and 

monitoring members' activities via the OSHMS and GSM technique. 

- The third part: Is to ensure the safety and security of the home environment 

and members via alert notifications module (RFID, face recognition, related web 

interfaces, and GSM alert messages) and the related OSHMS interfaces.  

The proposed system implementation in real home environment based on tow 

concepts: 

I. The System Mechanism 

The proposed system implementation as a case study is based on seven 

members that differ in privileges and control priorities. Smart home management 

and control of devices are shared among system members according to their 

privileges and priorities (member profile). Six members' privileges-based priority 
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factor control the system tasks in the proposed structure. The seventh member was 

created in this work and is called “Safe Mode”.  It is activated automatically by 

the system if the home is empty of the other six members-only. The seventh 

member was given the lowest priority and specific privileges to operate some 

basic appliances in the house and turn off all other appliances [9] [37]. 

The home administrator has been granted the highest priority (parent) who 

has full privileges to use the system functions available in the proposed system. 

Other smart home members can automatically control their home appliances 

through the system recognition module [9] [37].  

System sensors include multiple home sensors, for example, home sensors 

that measure temperature, humidity, and gas leaks. The system reads the sensor 

signal values continuously every 0.5 seconds and updates the server with the new 

values, and displays them on the relevant website interface. The alert module will 

also send a notification to the administrator if an emergency case has occurred. 

The implementation of the proposed system consists of two main phases. 

The first phase, implementing the member identification module. In this phase, 

the system applies related functions automatically based on the member ID index. 

The second phase is the use of the database and website functions capabilities by 

the home administrator remotely [9].  

To simulate the system implementation environment, it is necessary to 

prepare and organize some essential data for the proposed system. These data vary 

according to the home environment in which this system will be applied. Below 

is the description of the most important variables which have been used in the 

proposed system: 

1. Preparing the information of the devices installed within the home network of 

the proposed system as shown in the Table 3.5. 
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Table 3.5: Configuring home appliances information. 

# Display Name Code Name Action Mode Mode Code  

1.  Washing Machines Device_1 ON/OFF 1/0 

2.  Refrigerator Device_2 ON/OFF 1/0 

3.  TV Device_3 ON/OFF 1/0 

4.  Microwave oven Device_4 ON/OFF 1/0 

5.  Water Heater Device_5 ON/OFF 1/0 

6.  Clothes Dryer Device_6 ON/OFF 1/0 

7.  Clothes iron Device_7 ON/OFF 1/0 

8.  Nightlight Device_8 ON/OFF 1/0 

9.  Window fan Device_9 ON/OFF 1/0 

10.  Ceiling fan Device_10 ON/OFF 1/0 

11.  Open Door Device_11 ON/OFF 1/0 

 

Two types of devices have been installed in the home network 

infrastructure; input devices (sensors) and output devices (appliances). In order to 

perform tests on the system functions, ten output devices have been installed on 

the Electronic-Electric board. Besides, a unique name and operating code are 

assigned to each device that the system or members use to control these devices 

either automatically or manually.  

2. Preparing the home member’s profile by registering a collection of important 

information that the system depends on in running some users related 

functions. Table 3.6 presents the member's information. 

Table 3.6: Configuring member information. 

Member 

ID 
Members Name 

Members 

Priority 

Member 

Privilege 

Member RFID 

tag# 

1 Father-Shakir 6 
Group of home 

devices 
0006466158 

2 Mother-Awreng 5 
Group of home 

devices 
0003831232 

3 Son-Ali 4 
Group of home 

devices 
0003831214 

4 Daughter-Shanya 3 
Group of home 

devices 
0003835386 

5 Daughter-Lana 2 
Group of home 

devices 
0003829937 

6 Son-Shavin 1 
Group of home 

devices 
0003827616 
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7 Safe Mode 0 
Group of home 

devices 
------------- 

 

Member's information and home environment are displayed on the OSHMS 

through which the home administrator can monitor the home environment, 

members' activities, and the presence of the home members. The administrator 

performs some other functions, such as specifying/modifying member privileges, 

monitoring handicapped/patients, adding/removing home administrators, and 

children back from school. Also, having an overview of the member who has 

control over the home environment and their activities. 

Member priority factor has been used to arrange and prioritize home 

environment control for the registered members, which is granted to the member 

according to the member's pre-designated authority. Whilst, the member's 

privileges factor has been used to grant the authority to control the home 

appliances through the home administrator. 

II.  Member Authentication and Controlling Procedure 

Initially, the member uses the RFID tag to access the home (open door), 

and the alert system sends an alert message to the administrator and attaching the 

member’s name. Also, the RFID module updates the member status from not 

active into active. Next, the recognition system module starts processing through 

three steps: motion detection, face detection, and face recognition. The 

recognition module analysis the detected face and classify it as a known or 

unknown member. 

The face recognition module employs two cameras (leaving and entering 

the home) that are installed within the home environment. The first camera is for 

arriving members at home, and the second for the leaving members. The 

recognition system has been configured to recognize members in two cases: 

access and leaving home. The identification process begins in the event of any 

movement in front of any cameras, and the system starts automatically by taking 
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the member's face and passing it to the face recognition subsystem. Figure 3.36 

describes the entering home authentication and controlling home environment 

procedure. 

 Following the identifying process, the program automatically sends an email 

alert to the home administrator and attached with the detected face in both cases 

(leaving and entering). In the case of a known member, the system checks the 

status of the recognized member his/her RFID tag (Active or Not active). In the 

“Not active” case, the system sends only a message alert to the administrator, and 

no update is applied to the home environment. Whilst, in the “Active” case, the 

identified member ID index transfer to the control center on the system's cloud 

server.  

The control unit updates the recognized member status based on the member 

ID index from Out to IN status. The system retrieves the members' profile based 

on the received ID index. Next, the system automatically, based on the member's 

priority, transfers the control of the home environment to the member with the 

 

Figure 3.36: Member authentication procedure. 
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highest priority. In contrast, if s/he has a lower priority, it will be registered in the 

list of the present home members, and no update applied to the home environment. 

Figure 3.37 illustrate the smart home mechanism [37]. 

 While, if the leaving camera detects a member's face, then the system applies 

recognition steps to identify the detected face. The recognized member ID index 

is transferred to the system database on the cloud server. Then, the system updates 

the status of the recognized member in the database from IN status to OUT status.  

 

Figure 3.37: Smart home controlling procedure [9]. 
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Chapter Four 

System Evaluation and Assessment 

4.1 Introduction 

In general, various elements are taken into consideration to verify the 

productivity of Home Automation Systems under a series of environmental and 

operational testing. 

The proposed system components have been comprehensively examined 

separately under various conditions to confirm the reliability of the system and its 

functions. Each subsystem has been experimented and verified precisely, where 

all parts were incorporated to compose the home automation system. The study 

design aims to provide a secure, safe, and comfortable home atmosphere with 

improving energy consumption management.  

The efficiency and performance tests of the system are divided into four 

stages as listed below: 

1. The member identification phase (RTMIIS). 

2. The system functions outcome automatically and remotely (OSHMS). 

3.      Estimated electrical energy savings. 

4. The system functions evaluation. 

The following sections are the findings and the descriptions of each system 

stages. 

4.2. The Member Identification Phase (RTMIIS) 

In this stage, test samples consisted of two sections, the results obtained by 

applying the RFID method, and the results obtained by applying the face 

recognition module.  

I. RFID Experimental Results 
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RFID technology has been used by various applications across different 

types of RFID devices. In order to scan RFID tags by the RFID device, the 

distance between the RFID tags and the tag reader must be taken into account 

because it differs based on the feature of the used device in the system. 

In the model used, experiments have been conducted to ascertain the 

imperative distance to perform the scanning process and to verify scanning user 

card efficiently. Table 4.1 shows the experimental results of using different 

members tags in terms of the distance between RFID tags and the RFID tag reader. 

Table 4.1: RFID scanning tag results. 

 It is clear from Table 4.1 data that the tag data can be scanned at a 

maximum distance of 15cm by the RFID reader type used. 

Tables 4.2 and 4.3 also present the test results of the RFID technique using 

8 RFID tags, which consists of six RFID tags registered in the relevant member 

profiles table, and the rest of the RFID tags are unregistered. The process 

consisted of multiple RFID testing phases such as verifying RFID tags ID data in 

comparison with the stored tag ID in the database, applying related system 

functions, and the implementing response time.  

Table 4.2: The RFID checks for system security and response time. 

Member tag 
The distance between RFID reader and member tag 

7 cm 9 cm 12 cm 15 cm 20 cm 

1 √ √ √ √ x 

2 √ √ √ √ x 

3 √ √ √ √ x 

4 √ √ √ √ x 

5 √ √ √ √ x 

6 √ √ √ √ x 
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RFID tag serial 

number 

Responded trailers and time 

1 R.T 2 R.T 3 R.T 4 R.T 5 R.T 

0006466158 √a 2.2s √a 2.1s √a 2.9s √a 2.4s √a 2.7s 

0003829937 √a 2.3s √a 2.01s √a 2.6s √a 2.02s √a 2.1s 

0003831214 √a 2.6s √a 2.01s √a 2.7s √a 2.5s √a 2.8s 

0003835386 √a 2.3s √a 2.11s √a 2.9s √a 2.2s √a 2.02s 

0003827616 √a 2.9s √a 2.21s √a 2.4s √a 3.01s √a 2.05s 

000382749 √a 2.12s √a 2.9s √a 3.09s √a 2.2s √a 2.5s 

0003829873- not 

registered 
xb 1.2s xb 1.11s xb 1.21s xb 1.32s xb 1.8s 

0003828821 not 

registered 
xb 1.9s xb 1.72s xb 1.02s xb 1.82s xb 1.02s 

Xb: Rejected, √a: Accepted  

From Table 4.2, it is clear that all the registered cards were correctly 

scanned and validated, while the unregistered tags have been rejected. This 

process is parallel operated with sending an alert message to informing the 

administrator that an RFID tag is currently being used.  

Table 4.3: The system functions-based RFID process 

RFID tag 

scan 
buzzer Door Alert notification Box led 

Member 

ID status 

0006466158 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 

0003829937 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 

0003831214 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 

0003835386 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 
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0003827616 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 

000382749 Beep Open 
E-mail (Member's name and 

access date and time) 
Off-On-Off Active 

 

Table 4.3 show the system implementation procedures and its functions 

that would operate in the case of using a registered RFID tag. The system performs 

pre-set tasks based on the use of the member registered card, such as the home 

door opening, turned a specified LED on the electronic and electrical board, and 

making a beep to confirm tag reading. The system also implements an operation 

that increases the confidentiality and security of the home environment via two 

mechanisms. Firstly, by sending an alert message informing the administrator that 

the RFID system currently is used, attaching the member name and his/her 

entrance time. Secondly, updating the member RFID status to active. The 

activation feature is applied to confirm the recognition result in the face 

recognition module. Otherwise, the system sends an alert message that includes 

an emergency picture and time of attempting entrance to the administrator 

member . 

In summary, the enhanced authorizing procedure, as seen in Tables 4.1, 4.2, 

and 4.3, is a part of strengthening secrecy and protection in the home environment. 

Compared to other studies, the proposed methodology is 100 percent effective in 

scanning the RFID tags and executing the associated system tasks. The nearest 

study was performed in 2017 [135] and 2018 [128], where the RFID technique 

had been used in the main door opening or turning house lamp on. Compared to 

the mentioned research, the proposed system contributes by adding two 

significant features to the verification process, which are sending an alarm 

message in two cases (the use of registered or unregistered tags) followed by 

activating RFID status to the relevant member ID index. This process adds hidden 

checking identity as an additional prerequisite to granting a user the control over 
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home resources reliant on his/her face recognition results and priority according 

to a member's profile as a new contributed function.   

II. Face Recognition Results   

Several recognition techniques have been researched and tested at this 

stage; The recognition technology that has the best recognition accuracy outcomes 

has been selected and re-converted to identify members in real-time mode.  

The reliability of the recognition system has been tested by using the 

standard ORL face dataset. They also have been checked by using the system's 

facial database using the home-default system members (local dataset) as 

illustrated below using MATLAB software. 

1. DWT and PCA method:  

Table 4.4 shows that the results obtained from the suggested approach 

relative to those obtained by using the Eigenface technique (see Figure 4.1) are 

higher in terms of recognition accuracy (see Figure 4.2). 

Table 4.4: Face recognition results based on Test and Train sets. 

Train 

images 

set% 

Test 

images 

set% 

Recognition Rate (Original 

PCA) 

Recognition Rate of 

proposed System (DWT-2 

levels –Bior5.5 filter-PCA) 

ED % MD % CD % ED % MD % CD % 

10 90 69.31 69.13 94.30 76.05 76.27 73.69 

20 80 82.50 83.125 78.53 86.43 87.06 85.12 

30 70 88.12 88.89 84.53 91.67 91.96 90.89 

40 60 91.53 92.33 88.87 94.83 95.25 94.29 

50 50 92.85 94.35 91.35 96.15 95.9 95.7 

60 40 93.125 95.43 93.06 97.18 96.87 96.62 

70 30 94.50 97.00 95.83 97.66 97.25 97.91 

80 20 93.125 96.37 96.37 97.25 97.37 98.25 

90 10 92.00 96.75 96.75 98.25 97.75 99.25 
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The three used classifiers (Euclidean, Manhattan, and Cosine), have given 

high results using the proposed DWT (2 levels-bior5.5)-PCA in comparison with 

the PCA results. The highest recognition accuracy results recorded with the 

Cosine, Euclidian, and Manhattan distance classifiers reached 99.25%, 98.25%, 

and 97.75% (Test set is 10% and the Train set is 90%) respectively. 

 

Figure 4.1: Original PCA recognition rate chart. 

 

Figure 4.2: Recognition rate based proposed recognition method on ORL dataset. 
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 Reviewing Table 4.4, Figure 4.1, and Figure 4.2, it is clearly demonstrated 

that the improved method of identification is effective in identifying individuals. 

Furthermore, the analysis of the findings shown in Table 4.5 clarifies that the 

accuracy of recognition in the use of the DWT (2levels, bior5.5)-PCA method 

[78] provides higher results than the related works 2015 [136], 2016 [137], 2016 

[138], and 2017 [139].  

 Table 4.5: The Performance comparison between the state-of-the-art face 

recognition technique and the proposed technique. 

Methodology 

Face 

Database  

Train and Test 

Sets 

Recognition 

accuracy rate 

Reference 

Face Recognition 

System Using PCA and 

DCT in HMM 

ORL 

Train set=50% 

Test set=50% 

95.211%, [136] 

A Novel Kemelized 

Face Recognition 

System 

ORL 

Train set=50% 

Test set=50% 

88.8% [137] 

Wavelet Transform 

Based Face Recognition 

Using SURF Method 

ORL 

Train set=50% 

Test set=50% 

SURF 88.5 % 

   [139] GWT-

SURF 

89.70% 

PCA with Pre-

Processing procedure  

ORL 

Train set=90% 

Test set=10% 

97.5% 

          

[138] 

The proposed 

Recognition System 

ORL 

Train set=50% 

Test set=50% 

96.15 %  

ORL 

Train set=90% 

Test set=10% 

99.25 %  



 

118 
 

To summarize, Table 4.5, shows that in the case of dividing the image 

database (Train set = 50%, Test set = 50%), the method proposed offers good 

results than the other studies published similar to the method suggested ( [136], 

[137], and [139]). Moreover, in the case of using the Train set is 90% and the Test 

set is10% of the ORL dataset, the approach suggested has better findings than 

other studies published ( [136], [137], [138], and [139]). As a consequence, it is 

clear that the proposed approach presented in Table6.5 for the recognition of the 

faces is accurate and effective. 

2. Deep learning – CNN method results 

The method has been implemented at two levels. At the first level, the CNN 

designed structure was tested on ORL database, while at the second level, the 

method was tested on the constructed local database and on the home members in 

real-time for the identification process at real home environment. 

2.1. Testing the CNN method on a standard dataset 

In this section, the experimental results obtained are presented related to 

PCA, DWT – PCA, and the proposed CNN structure are showed in Table 4.6. 

Table 4.6: The overall recognition system percentages. 

Technique used 

Recognition accuracy rate 

I II III 

PCA (%) 94.35 96.37 96.75 

DWT (2 Levels+bior5.5) + PCA (%) 96.15 98.25 99.25 

Proposed CNN model (%) 96.5 98.75 100 

The obtained experimental results as shown in Table 4.6 are divided into 

three main categories: 

 I – 50 % of the data was used for Train dataset and 50 % of the data was utilized 

for Test dataset. 
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 II –80 % of the data was used for Train dataset and 20 % of the data was used 

for Test dataset. 

 III –90 % of the data was used for Train dataset and other 10 % of the data was 

used for Test dataset. 

Figure 4.3 shows the comparative analysis between the results obtained by 

implementing the three categories methodologies. 

The best experimental accuracy results (100%) have been achieved by 

implementing the proposed CNN algorithm on a set of 90% train images. In 

contrast, the worst accuracy rates (94.35%) were obtained by experimenting 50% 

images as a train set using the PCA algorithm.  

Furthermore, in terms of accuracy, the efficacy of the proposed method was 

compared with the efficiencies obtained in the related research including CNN 

[140], GW and the neural network [141], Deep Autoencoder Networks with 

Dropout [142], and CNN [109] that have used CNN method in their works.  

The experimental findings were obtained by applying the CNN technique 

to samples from the ORL dataset as shown in Table 4.7. 

Table 4.7: Comparative analysis with other related work. 

Figure 4.3: Comparing the recognition accuracy for numerous facial 

recognition techniques. 
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Related Works Technique 
Recognition 

Accuracy 

Wang et al., 2015, [140] CNN 91% 

Xu et al. 2016, [141] G.W. and Neural Network 93% 

Li. Et al., 2017, [142] 
Deep Autoencoder 

Networks with Dropout 
97.5% 

Patrik AMENCAY et al. ,2017 [109] CNN 98.3% 

Proposed technique CNN 98.75% 

As shown in Table 4.7, the CNN model has achieved a better accuracy rate 

of 98.75 percent compared with the accuracy rate of other face recognition 

systems. The closest finding to the new proposed system that uses the CNN 

architecture which has been recorded in 2017 [109] which is 99.3% accuracy rate 

By observing the recorded results, it is clearly shown that the proposed 

method’s accuracy outcome overtakes the other methods results. Accuracy 

classification comparison results of the tested methods are shown in Figure 4.4. 

2.2. Testing on the local dataset and Real-Time testing 

Figure 4.4: Comparability of the performance exactness for 

several methods of face recognition. 
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The facial recognition module employed Deep learning technology using 

the convolutional neural networks technique. The attained outcomes on the local 

dataset of faces have been presented in this section.  

The experimental results are presented within two main categories: 

I – 80 % was used for the Train dataset and 20 % was used for the Test dataset. 

II – 90 % was used for the Train dataset and 10 % was used for the Test dataset. 

The designed CNN network module receives RGB images, with an image 

size of [32x32x3, and 64x64x3] for the test set input images. Table 4.8 shows the 

experimental results of the proposed CNN model based on splitting local dataset 

between training and testing images percentages. 

Table 4.8: The overall face recognition rate. 

Input image size 
Recognition Rate 

I II 

32x32x3 97.5% 98.3% 

64x64x3 98% 98.75% 

 

The recognition accuracy percentage has been also enhanced by increasing 

the recognition module iterations during the training process and using three batch 

normalization layers after each convolution layer and before each relu layer within 

the proposed CNN structure. 

The proposed recognition module uses the mechanism of face recognition 

for improving the security and controlling procedures in the smart home system 

that integrated with the RFID technique. Facial recognition technology has also 

been tested using an image captured via home system cameras to detect and 

recognize the person's face who entered or left home. The recognition accuracy 

of the static image test using the CNN algorithm is 100%, which, in turn, increases 

secrecy through the various functions that serve this feature. 
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After the motion detection stage via BGB technique, the AdaBoost 

technology has been used to detect any human faces objects inside the captured 

image. The low rate of false-positive detection and the highest true-positive 

detection rate in real-time mode (approximately 98%) support the whole 

recognition system. The facial segment is cropped and passed to the face 

recognition module. The recognition accuracy using the CNN algorithm achieved 

an average of 98.5% on the local dataset in the proposed recognition scheme 

(member leaving and entering the home), and the average time to recognize the 

members was around 2.3 seconds. 

4.3 The System Functions Outcome Automatically and Remotely (OSHMS) 

The proposed system scenario has been successfully implemented in a real 

home prototype environment. System functions are either executed remotely by 

members using the system's online web application tools or automatically control 

the home environment, which is based on the ID index of the member and benefits 

from the cloud services for both cases. Table 4.9 exemplifies the proposed smart 

home system functions. 

Table 4.9: The proposed smart home system control functions. 

Function-application Components-requirements Method-control 

Member authentication ID 

index 

Webcams and RFID device 

and tags- recognition Method 

RFID technique & Automatic 

Face recognition stage. 

Member Profile based member 

ID index 

MATLAB platform-cloud 

server 
Database system 

Control management 
Members privileges and 

Priority 

Database& Web-based 

interfaces  

Controlling home devices RFID tag & Member Id Based recognition techniques 

Manually control appliances 
Administrator web application 

log-in 
Responsive web application 

Home monitoring 
Web-based interface& 

Database 
Remote control devices 

Control garage door 
RFID device & web 

technology 

Using RFID tags &Remote-

control devices 

E-mail alert 
Recognition Methods (RFID 

& Faceprint) 
Unknown and known member 
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Temperature, humidity, and 

gas 

sensing system 

Temperature, Humidity 

sensor, the Gas sensor (MQ5), 

Arduino Microcontroller 

Automatic message alert via 

GSM services- turn on alarm 

sound and led  

Monitoring home members 
Web-based interface& 

Database 
Remote control devices 

The functions presented in Table 4.9 have employed responsive web 

technology whereby enables members to access smart home resources through 

easy-to-use online web interfaces. The responsive online web application also has 

been tested and operated effectively on tablets, smartphones, and traditional 

computers. 

Throughout the practical implementation of the system in a real environment 

of the prototype, this is a beneficial environment for members with special needs 

or elder ages designed to control the home environment with minimal effort. The 

system also provides a tool to monitor and follow up members when entering or 

leaving homes, such as children, or their return from school through the website 

and the warning message module, which effectively improves the security, safety, 

and comfort of the members.  

The application contains the following controls: 

1. Family members: An administrator has the ability to effectively manage 

system configuration options which include the following activities: 

A. User addition: It is implemented and controlled by the member who is 

responsible of adding a new home administrator, and granting the role and the 

authority to control the system's functions remotely.  

B. User Deletion: The administrator has the authority to remove a user with 

remote administrator privilege.     

C. A Member’s privileges and priority: The home administrator can efficiently 

assign home devices to the system members, each by his/her privilege and his/her 

social position in the family household. 
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2. Home Appliances Manual control: The home appliances have been controlled 

manually via the system website platform in case a member has the home control 

role remotely when s/he has the highest priority authority position. For instance, 

to open the home door or turning On/Off any home appliances within the home 

devices network remotely by using system website or SMS tools. 

3. The current home members' status interface: By running this tool, the home 

members' presence status either the member was inside or outside the home, 

effectively monitored, where the control over appliances is transited smoothly 

among members based on member's priority and presence at home. 

4. Real-Time System Data: This interface acts as a remote monitoring screen of 

the home environment, where the sensors' signals are displayed, and specific 

action is issued using the GSM service to inform the administrator that the sensor 

value has exceeded the threshold value. Therefore, each sensor is associated with 

the emergency reaction procedure by sending an SMS alert to the administrator 

directly.  

4.4 Electrical Energy Saving Estimate Results 

Power system management quality is either negatively or positively 

affected by energy consumption management issues, which in return affects the 

global environmental conditions. The use of technology that regulates the power 

consumption of the devices in the smart home is considered an imperative tool in 

modernized smart systems. It has many advantages such as increasing safety, 

users' comfort, and minimizing cost [143]. 

In order to specify the effect of operating the new functions contributed in 

the system, a hypothetical mathematical study has been made to check the 

possibility of decreasing the home energy consumption by controlling the running 

home appliances installed within the system home network. Ten household 

appliances have been tested within the home energy management system such as 
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television, lights, ...etc. Table 4.10 demonstrates the estimated results based on 

the use of household appliances for full periods of one day, one month, and one 

year per device. 

Table 4.10: Expected energy consumption (Watt) of home appliances. 

Device Power Daily Monthly Yearly Note 

Washing Machine 1,200 28,800 864,000 10,368,000 

If we consider that the Washing 

Machine requires 1200 W per hour to 

operate. 

Refrigerator 400 9,600 288,000 3,456,000 
If we assume that the Refrigerator 

requires 400 W per hour to operate. 

TV 50 1,200 36,000 432,000 
If we assume that the TV requires 50 W 

per hour to operate. 

Microwave Oven 1,500 36,000 1,080,000 12,960,000 
If we assume that the Microwave Oven 

requires 1500 W per hour to operate. 

Water Heater 1,400 33,600 1,008,000 12,096,000 
If we consider that the Water Heater 

requires 1400 W per hour to operate. 

Clothes Dryer 2,000 48,000 1,440,000 17,280,000 
If we assume that the Clothes Dryers 

requires 2000 W per hour to operate. 

Clothes Iron 800 19,200 576,000 6,912,000 
If we assume that the TV requires 800 

W per hour to operate. 

Nightlight 1,200 28,800 864,000 10,368,000 

If we assume that we have 40 lamp and 

each lamp requires 30 W per hour to 

operate. 

Windows Fan 40 960 28,800 345,600 
If we consider that the Windows Fan 

requires 40 W per hour to operate. 
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Celling Fan 60 1,440 43,200 518,400 
If we assume that the Ceiling Fan 

requires 60 W per hour to operate. 

However, it is possible to reduce unnecessary energy consumption in the 

home using the proposed system functions to operate household appliances 

automatically and remotely, which contribute significantly to reducing reduce as 

shown in Table 4.11. It shows the estimated results based on the controlling the 

household appliances by the system functions for partial periods (16 hours a day) 

of one day, one month, and one year per device. 

Table 4.11: Estimated reduces energy consumption (Watt) of home appliances. 

Device Power Daily Monthly Yearly 

Washing Machine 1,200 19200 576000 6912000 

Refrigerator 400 6400 192000 2304000 

TV 50 800 24000 288000 

Microwave Oven 1,500 24000 720000 8640000 

Water Heater 1,400 22400 672000 8064000 

Clothes Dryer 2,000 32000 960000 11520000 

Clothes Iron 800 12800 384000 4608000 

Nightlight 1,200 19200 576000 6912000 

Windows Fan 40 640 19200 230400 

Celling Fan 60 960 28800 345600 

4.5. The System Functions Evaluation  

This chapter section presents the procedure and results of a questionnaire 

study through the which we capture an understanding of conditions of dwelling 

homes that the participates themselves perceive and feel. In the questionnaire 
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study, the efficiency of the proposed home system was reviewed by different 

samples with various variables such as age, academic achievement, and location. 

The study presents the findings of a questionnaire analysis in which the researcher 

understands how the living issues are perceived and experienced by the home 

residents.  

In this survey, the responses of 210 people to the proposed smart home 

management system were collected by an online questionnaire, and 205 of them 

responded from different countries. There were total of 20 questions in the survey 

based on the proposed system functions. The purpose of this questionnaire is to 

obtain the participants’ feedback  and opinions on the proposed system prototype 

and on the new and improved functions in the work to increase the home’s 

member sense of security, confidentiality, comfort, and reducing unnecessary 

energy consumption. The questions, the number of respondents, the mean and the 

results of standard deviation are given in Table 3.7.  

Table 3.7: Survey questions 

Questions Mean 
Std. 

deviation 

A.  

Do you agree that the external home gate opens only by 

identifying family members? 
3.9659 0.956815 

B.  

The person's picture will be sent to the smart home admin 

(Parents) in case the person is (or is not) identified as a family 

member. How satisfied are you with it? 

4.0341 0.956815 

C.  

Do you agree that the highest authority person in the house 

has the ability through the website to monitoring family 

members and household appliances? 

3.5902 1.251627 

D.  

For preventing any forgery, do you prefer that the main gate 

is controlled by two-level of checking, by the face recognition 

system and member's RFID card? 

4.1220 0.99988 

E.  

Do you agree that the intelligent home system sends a 

message to the administrator if there is nobody at home? 
4.1122 0.95594 
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F.  

The system automatically converts the home states to the 

safety mode of security in case of the absence of any member 

of the home. In this mode, only the basic appliances specified 

by the admin previously will be activated. Do you agree with 

this action?  

4.3561 0.83138 

G.  

Do you agree with monitoring elderly members and children 

back from school at a time through the system website? 
3.8732 1.01629 

H.  

Do you agree that administrators (Parents) control the home 

appliance's environment through GSM services when the 

internet service is not available at the admin location? 

4.4049 0.71878 

I.  

The admin (Parents) has the ability to add, delete, and modify 

the validity of the registered or new members at home, but a 

maximum of 2 admins. Do you agree? 

3.7805 1.07813 

J.  

The admin (Parents) has the ability to grant or editing 

member’s privileges and priorities anywhere and anytime. 
3.7268 1.12176 

K.  

In your perception, do you agree that proposed system will 

benefit older and disabilities home members? 
3.902439 1.014717 

L.  

To what extent is it preferable in order to be prepared a 

comfortable environment automatically in your house using 

the system website or a message on a mobile phone before 

you arrive in? 

4.404878 0.745559 

M.  

To what extent is it acceptable for you that the administrator 

(Parents) can access the website, control home appliances and 

monitor members remotely through the site using an 

application on mobile devices? 

3.878049 1.009638 

N.  

Will setting some restrictions on (children or other house 

members) recorded in the member profile create a 

comfortable environment for that member? 

3.273171 1.156191 

O.  

Do you prefer that the smart system, for example, determine 

the date of sleep for children and inform the supervisor about 

any case after this time? 

3.4 1.182387 

P.  

The smart home system applied in this project; children do 

not have the right to use dangerous devices such as cooking 

machines when the children are alone at home. 

4.273171 0.865183 

Q.  
In the proposed smart home system, there are sensors to 

monitor the gas leak in the house periodically (less than a 
4.570732 0.707884 
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The survey comprises detailed questions measuring perceptions of using 

several functions in a smart home system to enhance smart home security 

management, users' comfortability, and home safety.   Perceptions were measured 

on a 5-point Likert scale (1=strongly disagree, 2=disagree, 3=neutral, 4=agree, 

and 5=strongly agree).  

Questions measuring prospective users' perceptions were ordered as follows: 

• The potential benefits of using security features in the smart home system (10 

response options). 

• The potential benefits of using comfortably features in the smart home system 

(5 response options). 

• The potential benefits of using safety and electricity consuming features in the 

smart home system (5 response options). 

The respondents are classified into four groups in terms of educational 

levels such as PhD, MSc., BSc, and undergraduate students of the Department of 

second), the alarm will be active, as well as updating the 

sensor values on the website to inform the administrator to 

take action. 

R.  

Do you agree that it saves energy consumption? If the 

proposed system will turn off specific household appliances 

and electrical appliances that works in the home when it is 

empty and there are no members in the house? 

4.126829 0.930692 

S.  

The proposed system structure and infrastructure saves 

money to design and control of traditional smart homes using 

a cloud server, microcontroller, and sensors, which are cheap 

and easy to modify and add them. 

3.839024 0.873599 

T.  

In the proposed system design, there are fire sensors, it has 

the ability to contact police and firefighters in any emergency 

fire and alert the environment, as well as update the fire sensor 

values on the website to be monitored by a moderator. Do you 

agree with this emergency action? 

4.24878 0.823408 
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Software Engineering, Department of Computer Engineering, or relevant other 

departments of engineering schools. SPSS software is a popular data platform for 

questionnaire analysis [134] which was used in this thesis to analyze survey data, 

where the results of the questionnaire analysis were as follows: 

A. The evaluation by respondents for the security issue 

As reflected in Table 4.12, one point that should be mentioned is that 

participants at every stage from undergraduate students to doctorate level were 

reported that they think these functions and tools should be used and implemented 

in smart systems to enhance smart home security. 

Table 4.12: The evaluation by respondents for the security factor. 

Respondents group Agree (%) Disagree (%) Mean Std. Deviation 

PhD 83 5 4.038889 0.772326 

MSc 87.39 6.94 4.217391 0.780765 

BSc 85.33688 3.24625 4.153518 0.73721 

Undergraduate students  85.35793 3.449141 4.150612 0.739795 

 

B. The evaluation by respondents for the comfort issue 

The answers of the respondents for the comfort factor, which is summarized 

in five questions (from eleventh to fifteenth), are shown in Table 4.13. It could be 

noticed from the mentioned table that about (80 %) of respondents were agreed 

or strongly agreed with the option that it makes their life easy, where they believed 

that smart home systems should be designed to be reliable, easy to use, 

controllable, and more comfortable; while just a small percentage, about (5%) 

were responded negatively for the mentioned functions, this might be due to their 

thought that adding such technology into their life at home make their 

environment more complex; or may some of them believed that they should pay 

more money to cover such technology.  

 Table 4.13: The evaluation by respondents for the comfort factor. 
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C. The evaluation by respondents for the safety issue 

Table 4.14 shows the average of options that have been answered by 

respondents for safety factor (which included the questions from sixteenth to 

twentieth). It could be observed from the table that the overall ratio of agree option 

was high (above 86%); such result is considered good evidence that most 

participants’ groups were agreed to this factor and responded positively. 

However, minimizing the cost of the smart home compared to traditional homes.   

Table 4.14: The evaluation by respondents for the safety factor. 

Respondents group Agree (%) Disagree (%) Mean Std. Deviation 

PhD 92 1 4.37 0.650006 

MSc 82.23299 4.526359 4.162499 0.783883 

BSc 84.00948 3.879539 4.192581 0.759264 

Undergraduate students  86.08082 3.135299 4.241693 0.731051 

Overall mean 86.08082 3.135299 4.241693 0.731051 

Respondents group Agree (%) Disagree (%) Mean Std. Deviation 

PhD 80 3 4.213368 0.717604 

MSc 77.36 8.64 3.991304 0.94864 

BSc 82.0137 4.583848 4.1272 0.785812 

Undergraduate 

students 
79.79123 5.407949 4.110624 0.817352 

Average 79.7912325 5.40794925 4.110624 0.817352 
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 Chapter Five 

Conclusions and Recommendations for Future Works 

5.1. Conclusions 

A new model was created consisted of a set of remote and automatic control 

functions. These functions significantly contribute to achieving the planned aims 

in the thesis related to smart home systems such as safety, reduced energy 

consumption, and user comfort. Also, these functions allow users to manage the 

home environment more efficiently. Besides, it takes less time and effort to control 

the system functions. 

In the new applied method, the RFID technology has been interlinked into one 

of the biometrics technologies (by facial imprint using one of the deep learning 

methods) in order to grant home access and to predict the member’s ID index. This 

technique provides ease of use of the application functions by users with minimal 

physical effort, especially disabled or elderly members. The method automatically 

controls the home environment in two cases: members’ house-entering or leaving 

in real-time through cameras equipped for this purpose and by using the system 

database stored on the cloud server. 

For increasing security, the system automatically sends alert messages to the 

home manager in two cases. First, using the RFID tag attaching the member's 

name; and secondly, at the face recognition procedure to detect any member’s 

attempt to enter or leave the house. The use of the RFID technique with the face 

recognition module has addressed some of the weaknesses, effectively eliminating 

the possibility of unauthorized use of the members' faces (impersonation of the 

member or twins). 
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Moreover, by applying the "safe mode" state, the system fulfilled the goal of 

increasing the level of safety and preventing unnecessary consumption of power in 

the home. The system only activates this mode if the house is empty of members, 

and the system automatically switches the home environment control to a "safe 

mode" state. 

Creating a system database plays an important role in controlling the home 

environment network, automatically or manually. This process affords the required 

data to the system and the home administrator, and it provides a comprehensive 

view of predicting the necessary decisions to be made. It also can be envisioned as 

a link between the home environment on one side and the system and the home 

administrator on the other side.   

A responsive and friendly graphical user interface has been employed to 

design the online system website that provides numerous features and capabilities 

to the home administrator. For example, restricting the use of some home 

appliances by members, such as children, monitoring member access and when 

members leave, monitoring and controlling the home appliances, granting or 

revoking the authority of using the website to the elderly or patients. The home 

administrator has the ability to adjust the home environment as s/he deems 

appropriate before arriving home, such as operating air conditioning devices, 

where all system functions are applied remotely.  

The GSM technology has been employed in this work to solve the problem 

with unavailable Internet service at an authorized member location, where s/he can 

control all home appliances and receives alert messages at present. This feature 

increases member comfort and home safety effectively.        
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In conclusion, the current smart home system provides numerous improved 

automatic and remote functions which have not been integrated and coupled 

previously. The proposed system can be considered one of the main pillars for 

developing similar applications and applying them effectively in our society, as it 

was noticed that there are no similar applications currently applied especially in 

our country. Moreover, the analytical results from the questionnaire that has been 

conducted in this work which is examined to evaluate the system, indicate that the 

system with its various functions actively contributes to the preparation of a safe 

and high standard comfortable environment for the home and its users, and reduce 

the electrical energy consumption in the house efficiently. 

5.2. Recommendations and Suggestions 

1. Improving and increasing the efficiency of the smart home system to support 

basic daily life by applying the service that helps residents in basic daily 

activities, such as housework, shopping, and meal preparation   

2. Depending on the user's buying patterns, information and services can be 

provided by the system of the smart home. 

3. Increasing the sensors to cover more activities that help the residents with 

health care or other activities, and connect these sensor results with health 

care centers to record and monitor health cases or to call emergency services 

when it is required. 

4. Using more biometric methods, in addition to (or without) the face 

recognition method, to increase efficiency or to record more results about 

the biometric measurements for the residents. 

5. Such systems should be protected using some cyber security phenomena. 

This security issue can be installed using a proper algorithm of the artificial 

intelligence methods.    



 

 

References 

[1]  R. K. Kodali, V. Jain, S. Bose and a. L. Boppana, "IoT Based Smart Security and Home 

Automation System," in International Conference on Computing, Communication and 

Automation (ICCCA2016), Pune, India, 2016.  

[2]  M. S. Soliman, M. O. Dwairi, I. I. M. A. Sulayman and a. S. H. A. Almalki, "Towards the 

Design and Implementation a Smart Home Automation System Based on Internet of Things 

Approach," International Journal of Applied Engineering Research, vol. 12, no. 0973-4562, 

pp. 2731-2737, 2017.  

[3]  Z. Liu, L. Lv and a. YongWu, "Development of face Recognition System Based on peA and 

LBP for Intelligent Anti-Theft Doors," in International Conference on Computer and 

Communications (ICCC), Chengdu, China, 2016.  

[4]  H. H. Lwin, A. S. Khaing and a. H. M. Tun, "Automatic Door Access System Using Face 

Recognition," INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY 

RESEARCH, vol. 4, no. 2277-8616, pp. 294-299, 2015.  

[5]  V. Yada, S. Borate, S. Devar and a. R. Gaikwad, "Smart Home Automation using Virtue of 

IoT," in 2nd International Conference for Convergence in Technology (I2CT), Mumbai, 

India, 2017.  

[6]  A. Botta, W. d. Donato, V. Persico and a. A. Pescap, "Integration of Cloud Computing and 

Internet of Things: a Survey," Preprint submitted to Journal of Future Generation Computer 

Systems, pp. 1-54, 2015.  

[7]  S. J. Danbatta and a. A. Varol, "Comparison of Zigbee, Z-Wave, Wi-Fi, and Bluetooth 

Wireless Technologies Used in Home Automation," in 7th International Symposium on 

Digital Forensics and Security (ISDFS), Barcelos, Portugal, Portugal, 2019.  

[8]  S. F. Kak, F. M. Mustafa and a. P. Valente, "A Review of Person Recognition Based on 

Face Model," Eurasian Journal of Science & Engineering, vol. 4, no. 1, pp. 157-168, 2018.  

[9]  S. F. Kak and a. F. M. Mustafa, "Smart Home Management System Based on Face 

Recognition Index in Real-time," in International Conference on Advanced Science and 

Engineering (ICOASE), Zakho - Duhok, Iraq, 2019.  

[10]  Zafaruddin, G. Mohammed, Fadewar and a. D. H. S., "Face Recognition: A Holistic 

Approach Review," in International Conference on Contemporary Computing and 

Informatics, Mysore, India, 2014.  



 

 

[11]  S. A. Diva, T. Harsono and a. S. Wasista, "Human Character Recognition Application Based 

on Facial Feature Using Face Detection," in International Electronics Symposium, 

Surabaya, Indonesia, 2015.  

[12]  S. Z. Li and a. A. K. Jain, Handbook of Face Recognition, Second Edition ed., New York: 

Springer London Dordrecht Heidelberg New York, 2011, p. 716. 

[13]  M. Abdulrahman, Y. G. Dambatta, A. S. Muhammad and a. A. S. Muhammad, "Face 

Recognition Using Eigenface and Discrete Wavelet Transform," in International 

Conference on Advances in Engineering and Technology (ICAET), Singapore, 2014.  

[14]  Y. Cai and a. J. Abascal, Ambient Intelligence in Everyday Life, Springer-Verlag Berlin 

Heidelberg, 2006, p. 322. 

[15]  M. S. Obaidat and a. P. Nicopolitidis, Smart Cities and Homes: Key Enabling Technologies, 

USA: Elsevier, 2016, p. 425. 

[16]  V. Davies E. I. & and Anireh, "Design and Implementation of Smart Home System Using 

Internet of Things," Journal of Digital Innovations & Contemp Res. In Sc., Eng &, vol. 4, 

pp. 33-42, 2019.  

[17]  H. Ghayvat and a. S. C. Mukhopadhyay, Wellness Protocol for Smart Homes, vol. 24, 

Switzerland: Springer, 2017, p. 165. 

[18]  V. Prabhu, J. Jena, S. Rode and a. P. R. Pathari, "HOME AUTOMATION USING 

ARTIFICIAL INTELLIGENCE," International Journal of Recent Trends in Engineering & 

Research (IJRTER), vol. 4, no. 3, pp. 780-784, 2018.  

[19]  R. Harper, Inside the Smart Home, London,UK: Springer, 2003, p. 266. 

[20]  J. v. Hoof, G. Demiris and a. E. J. M. Wouters, Handbook of Smarthomes, Helath Care and 

Well-Being, Switzerland: Springer International Publishing Switzerland, 2017, p. 647. 

[21]  A. S. al-sumaiti, M. H. Ahmed and &. M. M. A. Salama, "Smart Home Activities: A 

Literature Review," Electric Power Components and Systems, pp. 294-305, 2014.  

[22]  D. Zupanˇciˇc and a. B. Cvetkovi´c, "Smart-Home Energy Management in the Context of 

Occupants’ Activity," An International Journal of Computing and Informatic, vol. 38, pp. 

171-180, 2014.  

[23]  W. Ali, G. Dustgeer, M. Awais and a. M. A. Shah, "IoT based Smart Home: Security 

Challenges, Security Requirements and Solutions," in 23rd International Conference on 

Automation & Computing, Huddersfield, UK, 2017.  



 

 

[24]  R. Cheggou, E.-H. Khoumeri and a. K. Ferhah, "Energy-Saving Through Smart Home 

Concept," in International Conference in Artificial Intelligence in Renewable Energetic 

Systems, 2018.  

[25]  J. Waleed, A. M. Abduldaim, T. M. Hasan and a. Q. S. Mohaisin, "Smart home as a new 

trend, a simplicity led to revolution," in 1st International Scientific Conference of 

Engineering Sciences - 3rd Scientific Conference of Engineering Science (ISCES), Diyala, 

Iraq, 2018.  

[26]  M. Mrinal, L. Priyanka, M. Saniya, K. Poonam and a. A. Gavali, "Smart home — 

Automation and security system based on sensing mechanism," in Second International 

Conference on Electrical, Computer and Communication Technologies (ICECCT), 

Coimbatore, India, 2017.  

[27]  S. Madakam and a. R. R., "Smart Homes (Conceptual Views)," in 2nd International 

Symposium on Computational and Business Intelligence, New Delhi, India, 2014.  

[28]  M. Kasmi, F. Bahloul and a. H. Tkitek, "Smart home based on Internet of Things and cloud 

computing," in 7th International Conference on Sciences of Electronics, Technologies of 

Information and Telecommunications (SETIT), Hammamet, Tunisia, 2016.  

[29]  R. K. Kodali and a. K. S. Mahesh, "Low cost implementation of smart home automation," 

in International Conference on Advances in Computing, Communications and Informatics 

(ICACCI), Udupi, India, 2017.  

[30]  A. Nacer, B. Marhic and a. L. Delahoche, "Smart Home, Smart HEMS, Smart heating: An 

overview of the latest products and trends," in 6th International Conference on Systems and 

Control (ICSC), Batna, Algeria, 2017.  

[31]  T. D. P. Mendes, R. Godina, E. M. G. Rodrigues, J. C. O. Matias and a. J. P. S. Catalão, 

"Smart Home Communication Technologies and Applications: Wireless Protocol 

Assessment for Home Area Network Resources," Energies, pp. 7279-7311, 2015.  

[32]  E. Zeng, S. Mare, F. Roesner and a. P. G. Allen, "End User Security & Privacy Concerns 

with Smart Homes," in Thirteenth Symposium on Usable Privacy and Security (SOUPS 

2017)., Santa Clara, CA, USA, 2017.  

[33]  L. V. Moreno, J. M. Hernández, M. Á. V. Duboy, M. L. M. Ruiz and a. M. Lindén, "The 

Role of Smart Homes in Intelligent Homecare and Healthcare Environments," in Ambient 

Assisted Living and Enhanced Living Environments., Elsevier, 2017, pp. 345-394. 

[34]  G. K. Moghaddam and a. C. R. Lowe, Health and Wellness Measurement Approaches for 

Mobile Healthcare, Switzerland: 3, 2019, pp. 1-112. 



 

 

[35]  G. Longoria and a. F. A. a. L. Shi, "Wireless Power Transmission in Smart Cities: The 

wIshood Wireless Smart Neighborhood," in 6th International Conference on Smart Cities 

and Green ICT Systems, 2017.  

[36]  N. K. Suryadevara and a. G. R. Biswal, "Smart Plugs: Paradigms and Applications in the 

Smart City-and-Smart Grid," Energies, pp. 1-20, 2019.  

[37]  S. F. Kak, F. M. Mustafa and a. R. Qashi, "Enhancing Smart Home Management System 

Using Member’s Privilege," in 2nd International Conference for Engineering, Technology 

and Science of Al-Kitab University, Erbil, 2018.  

[38]  A. Singh, S. Sharma, S. R. Kumar and a. S. A. Yadav, "Overview of PaaS and SaaS and its 

application in cloud computing," in nternational Conference on Innovation and Challenges 

in Cyber Security (ICICCS-INBUSH), Noida, India, 2016.  

[39]  A. G. Prajapati, S. J. Sharma and a. V. S. Badgujar, "All About Cloud: A Systematic 

Survey," in International Conference on Smart City and Emerging Technology (ICSCET), 

Mumbai, India, 2018.  

[40]  A. K. Bansal, V. Gupta and a. H. Kaur, "An implementation of private cloud's service model 

(IaaS) using lightweight virtualization," in International Conference on Electrical, 

Electronics, and Optimization Techniques (ICEEOT), Chennai, India, 2016.  

[41]  S.Niranjani, R.Jehadeesan, S.Vanishree and a. P.Karthick, "A PROTOTYPE FOR 

PRIVATE CLOUD IMPLEMENTATION USING OPEN-SOURCE PLATFORM," 

International Journal of Emerging Technology in Computer Science & Electronics 

(IJETCSE), vol. 13, no. 1, pp. 311-316, 2015.  

[42]  S. Patnaik, A. W. H. Ip, M. Tavana and a. V. Jain, New Paradigm in Decision Science and 

Management, Springer, 2018, pp. 1-398. 

[43]  A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aledhari and a. M. Ayyash, "Internet of 

Things: A Survey on Enabling Technologies, Protocols, and Applications," IEEE 

Communications Surveys & Tutorials , vol. 17, no. 4, pp. 2347 - 2376, 2015.  

[44]  K. Chen, S. Zhang, Z. Li, Y. Zhang, Q. Deng, S. Ray and a. Y. Jin, "Internet-of-Things 

Security and Vulnerabilities: Taxonomy, Challenges,and Practice," Journal of Hardware 

and Systems Security, 2018.  

[45]  B. N. Silva, M. Khan and a. K. Han, "Internet of Things: A Comprehensive Review of 

Enabling Technologies,Architecture, and Challenges," IETE TECHNICAL REVIEW, 2018.  

[46]  M. A. Jan, F. Khan and a. M. Alam, Recent Trends and Advances in Wireless and IoT-

enabled Networks, Springer, 2019.  



 

 

[47]  S. Sivakumar, V. Anuratha and a. S. Gunasekaran, "Survey on Integration of Cloud 

Computing and Internet of Things Using Application Perspective," International Journal of 

Emerging Research in Management & Technology, vol. 6, no. 4, pp. 101-107., 2017.  

[48]  K. Pardini, J. J. P. C. Rodrigues, S. A. K. 3, N. Kumar and a. V. Furtado, "IoT-Based Solid 

Waste Management Solutions: A Survey," Sensor and Actuator Networks, pp. 1-25, 2019.  

[49]  K. S. Mohamed, The Era of Internet of Things, Switzerland: Springer, 2019, pp. 1-124. 

[50]  F. Jammes, "“Internet of Things in Energy Efficiency," Ubiquity, an ACM publication, pp. 

1-8, 2016.  

[51]  A. Polianytsia and K. H. and Olena Starkova, "Survey of Hardware IoT platforms," in Third 

International Scientific-Practical Conference Problems of Infocommunications Science and 

Technology (PIC S&T), Kharkiv, Ukraine, 2016.  

[52]  C. Perera, C. H. Liu, S. Jayawardena and a. M. Chen, "A Survey on Internet of Things From 

Industrial Market Perspective," IEEE Access, vol. 2, 2014.  

[53]  T. Lieske, B. Pfundt, S. Vaas, M. Reichenbach and a. D. Fey, "System on chip generation 

for multi-sensor and sensor fusion applications," in International Conference on Embedded 

Computer Systems: Architectures, Modeling, and Simulation (SAMOS), Pythagorion, 

Greece, 2017.  

[54]  S. A. Ram, N. Siddarth, N. Manjula, K. Rogan and a. K. Srinivasan, "Real-time automation 

system using Arduino," in International Conference on Innovations in Information, 

Embedded and Communication Systems (ICIIECS), Coimbatore, India, 2017.  

[55]  A. Vidal-Pardo and a. S. Pindado, "Design and Development of a 5-Channel Arduino-Based 

Data Acquisition System (ABDAS) for Experimental Aerodynamics Research," sensors, 

2018.  

[56]  N. K. Suryadevara and a. S. C. Mukhopadhyay, Smart Homes : Design, Implementation and 

Issues, vol. 14, Switzerland: Springer International Publishing, 2015.  

[57]  D. Zhang, G. Lu and a. L. Zhang, Advanced Biometrics, Springer International Publishing, 

2018.  

[58]  A. Varol and a. v. B. Cebe, "ALGORITHMS OF FACE RECOGNITION," in 5th 

International Computer & Instructional Technologies Symposium, ELAZIĞ- TURKEY, 

2011.  



 

 

[59]  L. Xiuyan, M. Changyun, L. Tiegen and a. Y. Chenhu, "Research on Personal Identity 

Verification Based on Hand Vein Iris and Fingerprint," in International Symposium on 

Computer Science and Society, Kota Kinabalu, Malaysia, 2011.  

[60]  I. Vorobyeva, D. Guriel, M. Ferguson and a. H. Oladapo, "Benefits and issues of biometric 

technologies. Are biometrics worth using?," in SOUTHEASTCON, Lexington, KY, USA, 

2014.  

[61]  T.-K. Ghazali and a. N.-H. Zakaria, "Security, Comfort, Healthcare, and Energy Saving:A 

Review on Biometric Factors for Smart Home Environment," Journal of Computers, vol. 

29, no. 1, pp. 189-208, 2018.  

[62]  A. K. Jain, A. A. Ross and a. K. Nandakumar, Introduction to Biometrics, London: Springer 

Science+Business Media, LLC, 2011.  

[63]  S. Khan, M. H. Javed, E. Ahmed, S. A. A. Shah and a. S. U. Ali, "Facial Recognition using 

Convolutional Neural Networks and Implementation on Smart Glasses," in International 

Conference on Information Science and Communication Technology (ICISCT), Karachi, 

Pakistan, Pakistan, 2019.  

[64]  D. Mou, Machine-based Intelligent Face Recognition, Verlag Berlin Heidelberg: Springer, 

2010.  

[65]  D. Maio, D. Maltoni, R. Cappelli, J. Wayman and a. A. Jain, "fingerprint verification 

competition," IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 24, 

no. 3, pp. 402-412, 2002.  

[66]  R. M. Bolle, J. H. Connell, S. Pankanti, N. K. Ratha and a. A. W. Senior, GUIDE TO 

BIOMETRICS, Springer Science+Business Media, LLC, 2004.  

[67]  L. Yang, G. Yang, Y. Yin and a. L. Zhou, "A Survey of Finger Vein Recognition," in 

Chinese Conference on Biometric Recognition, 2014.  

[68]  J. M. SONG, W. KIM and A. K. R. PARK, "Finger-Vein Recognition Based on Deep 

DenseNet Using Composite Image," IEEE ACCESS, vol. 7, 2019.  

[69]  Z. Feng, "Biometric Identification Technology and Development Trend of Physiological 

Characteristics," Journal of Physics: Conference Series, 2018.  

[70]  K. Přihodová and a. M. Hub, "Biometric Privacy through Hand Geometry- A Survey," in 

International Conference on Information and Digital Technologies (IDT), Zilina, Slovakia, 

Slovakia, 2019.  



 

 

[71]  N. K. Shaydyuk and a. T. Cleland, "Biometric Identification Via Retina Scanning With 

Liveness Detection Using Speckle Contrast Imaging," in International Carnahan 

Conference on Security Technology (ICCST), Orlando, FL, USA, 2016.  

[72]  B. Jawed, O. O. Khalifa and a. S. S. N. Bhuiyan, "Human Gait Recognition System," in 7th 

International Conference on Computer and Communication Engineering (ICCCE), Kuala 

Lumpur, Malaysia, 2018.  

[73]  A. Daribay, M. S. Obaidat and a. P. V. Krishna, "Analysis of Authentication System Based 

on Keystroke Dynamics," in International Conference on Computer, Information and 

Telecommunication Systems (CITS), Beijing, China, China, 2019.  

[74]  J. Huang, D. Hou and a. S. Schuckers, "A practical evaluation of free-text keystroke 

dynamics," in International Conference on Identity, Security and Behavior Analysis (ISBA), 

New Delhi, India, 2017.  

[75]  M. M. A. RAHHAL, M. L. MEKHALFI, E. OTHMAN and a. A. A. MAHMOOD, "A 

Dense Phase Descriptor for Human Ear Recognition," IEEE ACCESS, 2018.  

[76]  K. Yan, S. Huang, Y. Song, W. Liu and a. N. Fan, "Face recognition based on convolution 

neural network," in 36th Chinese Control Conference (CCC), Dalian, China, 2017.  

[77]  M. G. Galterio, S. A. Shavit and a. T. Hayajneh, "A Review of Facial Biometrics Security 

for Smart Devices," Computer, vol. 7, no. 37, pp. 1-11, 2018.  

[78]  S. F. Kak, F. M. Mustafa and a. P. R. Valente, "Discrete Wavelet Transform with Eigenface 

to Enhance Face Recognition Rate," Academic Journal of Nawroz University (AJNU), vol. 

7, no. 4, pp. 9-17, 2018.  

[79]  M. M. Kasar, D. Bhattacharyya and a. T.-h. Kim, "Face Recognition Using Neural Network: 

A Review," International Journal of Security and Its Applications, vol. 10, no. 3, pp. 81-

100, 2016.  

[80]  T. Bouwmans and a. B. Garcia-Garcia, "Background Subtraction in Real Applications: 

Challenges, Current Models and Future Directions," arXiv, pp. 1-58, 2019.  

[81]  D. Zeng, M. Zhu and a. A. Kuijper, "Combining Background Subtraction Algorithms with 

Convolutional Neural Network," arXiv, vol. 2, pp. 1-6, 2018.  

[82]  H. M. Desai and a. V. Gandhi, "A Survey: Background Subtraction Techniques," vol. 5, no. 

12, pp. 1365-1367, 2014.  



 

 

[83]  K. Srinivasan, K. Porkumaran and a. G. Sainarayanan, "Improved background subtraction 

techniques for security in video applications," in 3rd International Conference on Anti-

counterfeiting, Security, and Identification in Communication, Hong Kong, China, 2009.  

[84]  A. K. a. M. K. Ashu Kumar, "Face detection techniques: a review," Artificial Intelligence 

Review, p. 927–948, 04 August 2018.  

[85]  J. Kaur and a. A. Sharma, "Performance Analysis of Face Detection by using Viola-Jones 

algorithm," International Journal of Computational Intelligence Research, vol. 13, no. 5, 

pp. 707-717, 2017.  

[86]  V. Mutneja and a. S. Singh, "Modified Viola–Jones algorithm with GPU accelerated 

training and parallelized skin color filtering-based face detection," J Real-Time Image Proc, 

2017.  

[87]  S. A. Khan, M. N. I. Shuzan, M. H. Chowdhury and a. M. M. Alam, "Smart Entrance System 

Using Computer Vision at Corporate Environment," in International Conference on 

Electrical, Computer and Communication Technologies (ICECCT), Coimbatore, India, 

India, 2019.  

[88]  P. Viola and a. M. J. Jones, "Robust Real-Time Face Detection," International Journal of 

Computer Vision, vol. 57, p. 137–154, 2004.  

[89]  D. Meena and a. R. Sharan, "An Approach to Face Detection and Recognition," in 

International Conference on Recent Advances and Innovations in Engineering (ICRAIE-

2016),, Jaipur, India, 2016.  

[90]  H. Han, S. Shan, X. Chen and W. Gao, "A comparative study on illumination preprocessing 

in face recognition," Pattern Recognition, vol. 46, no. 6, p. 1691–1699, 2013.  

[91]  H. Wang, Jiani Hu and a. W. Deng, "Face Feature Extraction: A Complete Review," IEEE 

Access, vol. 6, pp. 6001 - 6039, 2017.  

[92]  Y.-M. Wu, H.-W. Wang, Y.-L. Lu, S. Yen and a. Y.-T. Hsiao, "Facial Feature Extraction 

and Applications:A Review," in Asian Conference on Intelligent Information and Database 

Systems,ACIIDS 2012: Intelligent Information and Database Systems, 2012.  

[93]  Anjali, A. Kumar and a. R. Ranjan, "An Algorithm for Face Detection and Feature 

Extraction," International Journal of Science, Engineering and Technology Research 

(IJSETR), vol. 3, no. 4, pp. 1159-1165, 2014.  

[94]  N. G. Chitaliya and a. A. I. Trivedi, "Comparative Analysis using fast discrete curvet 

transform via wrapping and discrete Contourlet transform for feature extraction and 



 

 

recognition," in International Conference on Intelligent Systems and Signal Processing 

(ISSP), Gujarat, India, 2013.  

[95]  P. R. P. Patil, R. Pramod and a. S. Sandhya, "A General Approach on Facial Feature 

Extraction and Face Attributes," in 3rd International Conference on Computational Systems 

and Information Technology for Sustainable Solutions (CSITSS), Bengaluru, India, India, 

2018.  

[96]  V. Kurniawan, A. Wicaksana and a. M. I. Prasetiyowati, "The Implementation of Eigenface 

Algorithm for Face Recognition in Attendance System," in 4th International Conference on 

New Media Studies (CONMEDIA), Yogyakarta, Indonesia, 2017.  

[97]  J. B. Alam, M. M. Islam, T. Jabid and a. S. Ahmed, "System Development using Face 

Recognition," in International Conference on Automation, Computational and Technology 

Management (ICACTM), London, United Kingdom, United Kingdom, 2019.  

[98]  M. P. Gawande and a. D. G. Agrawal, "Face recognition using PCA and different distance 

classifiers," Journal of Electronics and Communication Engineering (IOSR-JECE), vol. 6, 

no. 1, pp. 1-5, 2014.  

[99]  J. Patterson and a. A. Gibson, Deep Learning, O’Reilly Media, Inc, 2017.  

[100]  P. Kim, MATLAB Deep Learning: With Machine Learning, Neural Networks and Artificial 

Intelligence, New York: Springer Science+Business Media, 2017.  

[101]  R. Chauhan, K. K. Ghanshala and a. R. Joshi, "Convolutional Neural Network (CNN) for 

Image Detection and Recognition," in First International Conference on Secure Cyber 

Computing and Communication (ICSCCC), Jalandhar, India, India, 2018.  

[102]  Y. LeCun, Y. Bengio and a. G. Hinton, "Deep learning," N AT U R E, vol. 521, no. 7553, p. 

436–444, 2015.  

[103]  W. Ouyang and a. X. Wang, "Joint Deep Learning for Pedestrian Detection," in 

International Conference on Computer Vision, Sydney, NSW, Australia, 2013.  

[104]  X. Han and a. Q. Du, "Research on face recognition based on deep learning," in Sixth 

International Conference on Digital Information, Networking, and Wireless 

Communications (DINWC), Beirut, Lebanon, 2018.  

[105]  R. Xia, J. Deng, B. Schuller and a. Y. Liu, "Modeling gender information for emotion 

recognition using Denoising autoencoder," in IEEE International Conference on Acoustics, 

Speech and Signal Processing (ICASSP), Florence, Italy, 2014.  



 

 

[106]  M. Coşkun, A. Uçar, Ö. Yildirim and a. Y. Demir, "Face Recognition Based on 

Convolutional Neural Network," in International Conference on Modern Electrical and 

Energy Systems (MEES), Kremenchuk, Ukraine, 2017.  

[107]  S. Albelwi and a. A. Mahmood, "A Framework for Designing the Architectures of Deep 

Convolutional Neural Networks," Entropy, 2017.  

[108]  S. Ji, W. Xu, M. Yang and a. K. Yu, "3D Convolutional Neural Networks for Human Action 

Recognition," in Transactions on Pattern Analysis and Machine Intelligence, 2013.  

[109]  P. KAMENCAY, M. BENCO, T. MIZDOS and a. R. RADIL, "A New Method for Face 

Recognition Using Convolutional Neural Network," DIGITAL IMAGE PROCESSING AND 

COMPUTER GRAPHICS, vol. 15, no. 4, 2017.  

[110]  S. Modak, S. Vikmani, S. Shah and a. L. Kurup, "Voice driven dynamic generation of 

webpages," in nternational Conference on Computing Communication Control and 

automation (ICCUBEA), Pune, India, 2016.  

[111]  P. Srivani, S. Ramachandram and a. R. Sridevi, "A survey on client side and server side 

approaches to secure web applications," in International conference of Electronics, 

Communication and Aerospace Technology (ICECA), Coimbatore, India, 2017.  

[112]  X. LI and a. Y. XUE, "A Survey on Server-Side Approaches to Securing Web Applications," 

ACM Transactions on Computing Surveys, vol. 46, no. 4, pp. 1-29, 2014.  

[113]  Y. Zhang and a. R. Huang, "Design and Implementation of the smart home security control 

system based on the Android platform," Advanced Materials Research, Vols. 753-755, pp. 

3120-3124, 2013.  

[114]  B. M. M. El-Basioni, S. M. A. El-kader and a. M. A. Fakhreldin, "Smart Home Design using 

Wireless Sensor Network and Biometric Technologies," International Journal of 

Application or Innovation in Engineering & Management (IJAIEM), vol. 2, no. 3, pp. 413-

429, 2013.  

[115]  A. Adriansyah and a. A. W. Dani, "Design of Small Smart Home system based on Arduino," 

in Electrical Power, Electronics, Communicatons, Control and Informatics Seminar 

(EECCIS), Malang, Indonesia, 2014.  

[116]  J.Chandramohan, R.Nagarajan, K.Satheeshkumar, N.Ajithkumar, P.A.Gopinath and a. 

S.Ranjithkumar, "Intelligent Smart Home Automation and Security System Using Arduino 

and Wi-fi," International Journal Of Engineering And Computer Science, vol. 6, no. 3, pp. 

20694-20698, 2015.  



 

 

[117]  Y.-b. Wang, Y.-f. Zhang, H.-y. Li and a. B.-b. Ji, "Design for intelligent control system of 

curtain based on Arduino," in 2nd International Conference on Electrical, Computer 

Engineering and Electronics (ICECEE 2015), 2015.  

[118]  N. David, A. Chima, A. Ugochukwu and a. E. Obinna, "Design of a Home Automation 

System Using Arduino," International Journal of Scientific & Engineering Research, vol. 

6, no. 6, pp. 795-801, 2015.  

[119]  A. B. Thabet and a. N. B. Amor, "Enhanced Smart Doorbell System Based On Face 

Recognition," in 16th International Conference on Sciences and Techniques of Automatic 

Control and, Monastir, Tunisia, 2015.  

[120]  A. Chaudhari, B. Rodrigues and a. S. More, "Automated IOT based system for Home 

Automation and Prediction of Electricity usage and Comparative Analysis of Various 

Electricity Providers: SmartPlug," in 2nd International Conference on Contemporary 

Computing and Informatics (IC3I), Noida, India, 2016.  

[121]  S. Tanwar, P. Pately, S. T. K. Patelz, N. Kumar and a. M. S. Obaida, "An Advanced Internet 

of Thing based Security Alert System for Smart Home," in International Conference on 

Computer, Information and Telecommunication Systems (CITS), Dalian, China, 2017.  

[122]  S. Sharanya and a. S. John, "Comfort Sensor Using Fuzzy Logic," in Proceedings of 2nd 

International Conference on Intelligent Computing and Applications, Advances in 

Intelligent Systems and Computing, Singapore, 2017.  

[123]  S. L. S. S. Harsha, S. C. Reddy and a. S. P. Mary, "Enhanced home automation system using 

Internet of Things," in International conference on I-SMAC (IoT in Social, Mobile, Analytics 

and Cloud), Palladam, India, 2017.  

[124]  S. Gunputh, A. P. Murdan and a. V. Oree, "Design and implementation of a low-cost 

Arduino-based smart home system," in 9th IEEE International Conference on 

Communication Software and Networks, Guangzhou, China, 2017.  

[125]  M. Asadullah and a. K. Ullah, "Smart home automation system using Bluetooth 

technology," in International Conference on Innovations in Electrical Engineering and 

Computational Technologies (ICIEECT), Karachi, Pakistan, 2017.  

[126]  C. Davidson, T. Rezwan and a. M. A. Hoque, "Smart Home Security Application Enabled 

by IoT: Using Arduino, Raspberry Pi, NodeJS, and MongoDB," Institute for Computer 

Sciences, Social Informatics and Telecommunications Engineering, p. 46–56, 2019.  

[127]  1. A. Muqeet, F. Akbar and a. S. H. Hussaini, "IoT Assisted Fingerprint based Security 

System using Raspberry PI 3," International Journal of Management, Technology And 

Engineering, pp. 1515-1522, 2019.  



 

 

[128]  L. Kamelia, M. R. Effendi and D. F. and Pratama, "Integrated Smart House Security System 

Using Sensors and RFID (Door and Light Automation)," in 4th International Conference 

on Wireless and Telematics (ICWT), Nusa Dua, Indonesia, 2018.  

[129]  K. Shingala and a. J. Patel, "Automatic Home Appliances and Security of Smart Home with 

RFID,SMS, Email and Real Time Algorithm Based on IOT," International Research 

Journal of Engineering and Technology (IRJET), vol. 4, no. 4, pp. 1958-1964, 2017.  

[130]  A. Sankar and a. L. S, "A Smart Home Automation Security by Integrating Device 

Fingerprinting," International Journal of Computer Science and Engineering 

Communications, vol. 5, no. 3, pp. 1633-1640, 2017.  

[131]  Swati and R. P. Gupta, "Implementation of Biometric Security in a Smartphone based 

Domotics," in International Conference on Advances in Computing, Communication 

Control and Networking (ICACCCN), Greater Noida (UP), India, 2018.  

[132]  N. Meenakshi, M. Monish, K. J. Dikshit and a. S. Bharath, "Arduino Based Smart 

Fingerprint Authentication System," in 1st International Conference on Innovations in 

Information and Communication Technology (ICIICT), CHENNAI, India, India, 2019.  

[133]  A. Jalali, R. Mallipeddi and a. M. Lee, "Sensitive deep convolutional neural network for 

face recognition at large standoffs with small dataset," Expert Systems With Applications, 

vol. 87, pp. 304-315, 2017.  

[134]  A. Varol and a. O. Aydin, "Social Network Analysis: A Case Study in Turkey," in 

International Conference on Intellectual Capital, Knowledge, Management & 

Organisational Learning, Hong Kong, 2010.  

[135]  J. S and a. M. Philip, "RFID BASED SECURITY PLATFORM FOR INTERNET OF 

THINGS IN HEALTH CARE ENVIRONMENT," in Online International Conference on 

Green Engineering and Technologies (IC-GET), Coimbatore, India, 2017.  

[136]  S. Jameel, "Face Recognition System Using PCA and DCT in HMM," International Journal 

of Advanced Research in Computer and Communication Engineering, vol. 4, no. 1, 2015.  

[137]  A. Soula, S. B. Said, R. Ksantini and a. Z. Lachiri, "A Novel Kemelized Face Recognition 

System," in 4th International Conference on Control Engineering & Information 

Technology (CEIT), Hammamet, Tunisia, 2016.  

[138]  N. H. Barnouti, "Improve Face Recognition Rate Using Different Image Pre-Processing 

Techniques," American Journal of Engineering Research (AJER), vol. 5, no. 4, pp. pp-46-

53, 2016.  



 

 

[139]  M. M. Ameen, A. Eleyan and G. and Eleyan, "Wavelet Transform Based Face Recognition 

Using SURF Descriptors," International Journal of Electronics and Electrical Engineering, 

vol. 5, no. 1, 2017.  

[140]  W. Wang, J. Yang, J. Xiao, S. Li and a. D. Zhou, "Face Recognition Based on Deep 

Learning," in International Conference on Human Centered Computing, 2015.  

[141]  Y. Xu, F. Liang, G. Zhang and a. H. Xu, "Image intelligent detection based on the Gabor 

wavelet and the neural network," Symmetry , vol. 8, no. 130, pp. 84-92, 2016.  

[142]  F. Li, X. Gao and a. L. Wang, "Face Recognition Based on Deep Autoencoder Networks 

with Dropout," in 2nd International Conference on Modelling, Simulation and Applied 

Mathematics, 2017.  

[143]  S. R. M. Zeebaree and a. H. M. Yasin, "Arduino Based Remote Controlling for Home: 

Power Saving, Security and Protection.," International Journal of Scientific & Engineering 

Research, vol. 5, no. 8, pp. 266-272, 2014.  

 

 

  



 

 

 خالصة:ال

الرسالة إلى وضع تطبيق المنزل الذكي موضع التنفيذ من خالل تعزيز إدارة التحكم في طمح هذه  ت

من خالل استخدام تقنيات    الغير ضرورية   المنزل ، واألمن ، وزيادة الراحة ، وتقليل استهالك الطاقة

(. ، GSM( ، وخدمة النظام العالمي للجوال )IoTتحديد الهوية ، وتقنيات الويب ، وإنترنت األشياء ) 

لتحقيق ذلك ، تم تقسيم المشروع البحثي إلى ثالثة أجزاء مترابطة. يتكون كل ووالخدمات السحابية.  

جزء من مجموعات من المهام المهمة التي تساهم في تحقيق األهداف المخططة إلنشاء نظام إدارة 

لمنزل ، أما الجزء ا  دخولالمنزل الذكي: آمن ومريح واستهالك أقل للطاقة. الجزء األول يسمى نظام  

 الثاني فيسمى نظام التحكم اإللكتروني ، بينما الجزء الثالث يسمى نظام شبكة األجهزة المنزلية المعين. 

التي تم استخدامها   RFIDإلى مرحلتين مترابطتين. المرحلة األولى هي تقنية    دخول المنزل  ينقسم نظام

للتحكم في باب المنزل ولتأكيد نتيجة وحدة التعرف والسماح للنظام بالتمييز بين األعضاء ذات الوجوه  

٪  100المقترحة فعالة بنسبة  الطريقة  المتشابهة مثل التوأم أو في حالة استخدام وجه مزيف. منهجية  

. المرحلة الثانية هي وحدة ق هذه العمليةبتطبي  وتنفيذ مهام النظام المرتبطة  RFIDفي مسح عالمات  

الهوية   على  للتعرف  كمراجع  األعضاء  لصور  خاصة  بيانات  قاعدة  إنشاء  تم  الوجه.  على  التعرف 

)لمغادرة المنزل ودخوله(. وتتكون من ثالث مراحل رئيسية وهي: كشف الحركة ، وكشف الوجه ،  

المقترحة المسجلة مع   CNNنفيذ خوارزمية  هوية الوجه. أعلى نتائج دقة التعرف من خالل تتحديد  و

داخل بيئة المنزل واالختبارات في الوقت الفعلي    ORLمجموعة البيانات المحلية ومجموعة بيانات  

٪( على التوالي Train  90٪ ومجموعة  Test  10٪ )مجموعة  98.75٪ و  100٪ و  100وصلت إلى  

متوسط   حواليالمستغرق  الوقت  وكان  األعضاء  على  سهولة   2.3  للتعرف  التقنية  هذه  توفر  ثانية. 

 .استخدام وظائف التطبيق من قبل المستخدمين بأقل مجهود بدني ، خاصةً المعوقين أو كبار السن

تلقى نظام التحكم اإللكتروني فهرس معرف العضو الناتج من وحدة التعرف. تم تنفيذ عمليات النظام  ي

ني اآللي الذي يعمل بناًء على فهرس معرف العضو  عبر نظامين فرعيين. األول هو التحكم اإللكترو

المستلم. بعد ذلك ، يتخذ النظام القرار المناسب ، في شكل أوامر ، ويتم إرساله إلى نظام شبكة األجهزة  

المنزلية للتنفيذ. النظام الفرعي الثاني يسمى النظام اإللكتروني اليدوي الذي يتكون من خيارين ، موقع 

. يسمح هذا النظام الفرعي للمسؤول المنزلي بأداء بعض المهام GSMنت وخدمة  النظام عبر اإلنتر 

التنبيه في حاالت الطوارئ. تزيد هذه العملية من راحة   الرئيسية المطلوبة عن بعد وتلقي إشعارات 

 األعضاء ، وتقلل من استهالك الطاقة غير الضرورية ، وسالمة المنزل بشكل فعال. 



 

 

األجهزة المنزلية مسؤوالً عن التحكم في اللوحة اإللكترونية والكهربائية وفقًا لألوامر  عد نظام شبكة  ي

الواردة من نظام التحكم اإللكتروني ، أو عبر األوامر الصادرة عن التحكم اإللكتروني اآللي أو من قبل  

من حيث    مسؤول المنزل. عالوة على ذلك ، تم إنشاء استبيان خاص يعكس تفاعل عينات االستبيان 

  .تأثير الوظائف التي يغطيها النظام المقترح لتحقيق األهداف المرجوة من تصميم أنظمة المنزل الذكي



 

 

 

 

 

 

 

 (IoT) نظام منزلي فعال وآمن قائم على إنترنت األشياء 

 جامعة دهوك التقنية    -ئاكرێ    -  المعلوماتيةالكلية التقنية  اطروحة مقدمة الى مجلس

   علوم الحاسباتفي   الدكتوراةوهي جزء من متطلبات نيل درجة 

 

 من قبل 

 شاكر فتاح كاك
 

 1997 -موصلجامعة ال- كلية التربية- في علوم الحاسوببكالوريوس 

 2008 - جامعة دهوك   –كلية التربية  –دبلوم عالي في علوم الحاسبات 

 2013-جامعة زاخو   -فاكلتي العلوم  –في علوم الحاسبات ماجستير 

 

 

  بإشراف

 فراس محمود مصطفى  .د.م المشرف األول:                             

 ڤارول عساف أ.د.  المشرف الثاني:  

 

 ميالدي 2021كوردى                           2720هجري                           1442

 العراق  - حكومة اقليم كوردستان

 تعليم العالي و البحث العلمي الوزارة 

 جامعة دهوك التقنية 



 

 

 : پوختە

ئهڤه ڤهکولينه دخوازيت کوسيستهمێن خانيێن زيرەک بکهته بوارێ جێبهجێکرنێدا د سهردەمێ نويدا 

رێڤهبهر زێدەکرنا  زێدەکرنا  ن بو  ئاسايشێ،  زێدەکرنا  خانی،  کونترولکرنا  کێمکرنا استراحهتێا  و   ،

ديارکرنا   تهکنهلوژيا  وەکی  تهکنهلوژيا  بکارئينانا  برێکا  مالدا  دناف  ههوجه  نه  يا  ئنێرجيا  مهزاختنا 

تهکنهلوژيا   تهڤنێ،  تهکنهلوژيا  تهکنهلوژيا  (IoT)ناسنامێ،   ،GSM  بو ژ  ههڤری.  خزمهتێنه  و   ،

گههشتنا فێ يهکێ، پروژێ ڤهکولينێ بو سێ بهشان  بههڤ گرێدای هاته دابهشکرن. ههر بهشهک  

ژێ کومهکا خزمهتێن گرنگ پێکدێت ژ بو گههشتنا مهبهستێن پالنسازکری بو دروستکرنا سيستهمێن  

ێ ئێکێ سيستهمێ هاتنه  بهش ، و کێم مهزاختنا ئێنێرجيێ.استراحهت خازيێن زيرەک: ژێ ئهولههی،  

ناف خانى، بهشێ دويێ سيستهمێ کونترولکرنا الکترونيکی، و بهشێ سێيێ سيستهمێ تورا ئامێرێن  

 مال. 

قوناغا   ئێکێ،  قوناغا  پێکڤهگرێدايی.  قوناغێن  دوو  ژ  دێت  پێک  خانى  ناف  ژور  هاتنه  سيستهمێ 

رنا ئهنجامێ ئهکا ناسينێ و  بو کونترولکرنا دەرگههێ خانی و پشتراسک  RFIDبکارئينانا تهکنيکا  

ههروەسا هاريکارى سيستهمى بو ناسينا ئهندامێن مال بتايبهتى ژناڤبهرا ئهندامێن سهروجافێن وەک  

برێژا   کارايه  يا  پێشنيارکرى  رێکا  ميدولوچا  درەو.  سهروجاڤێن  بکارئينانا  کاتێ  يان  )توام(  ههڤ 

يێن گرێدايى بڤى کاری. قۆناغا دوويێ  و پێکانينا کارێن سيستهمێ    RFID% بو ڤهخوندنا تاگێن  100

بو ناسينا ئهنداما برێکا سهروجاڤا. داتابيسهکا تايبهت ب وێنێن ئهندامێن مال وەک ژێدەر ژ بو ديارکرنا  

ناسنامێ ) بو هاتنه ژو و دەرجوون ژ مال( هاته ئامادەکرن. ئهڤه قوناغه پێک دێت ژ سێ قوناغێن  

تهڤگه ههستکرنا  قوناغا  ژی:  ئهو  وى  سهرەکی  ناسينا  قوناغا  و  سهروجاڤ،  ديارکرنا  قوناغا  ر، 

ل سهر کارئينانا    CNNسهروجاڤی. ئهنجامێ ههرە بلند يا ناسينێ بکارئينانا الگوريتما پێشنيازکرى يا  

ئامادەکرى گههشتنه    ORLداتابێسا   دان دناف ژينگهها مال  ئهنجام  % و 100%،  100کو هاتينه 

(. ل Train% بو گروپێ  90و    Test% بو گروپێ  10ل سهر  % ) بدابهشکرنا داتابێسا وێنا 98.75

الگوريتمێ   ڤێ  برێکا  ئهنداما  ناسينا  بو  پێدڤی  کاتێ  و  ئێک  تهکنهولژيا    2.3دويف  ئهڤه  بو.  جرکه 

پێشنيازکرى کارئينانا کاروبارێن سيستهمى ژ رەخ ئهندامێن مال تێنه بکارئينان ب کێمترين ههولدانا  

 ايبهتى ژ اليێ نهخوشانڤه يان پيرا ڤه. فيزيکى و بائسانترين رێگه بت

سيستهمێ کونتروال الکترونی اێندێکسا ناسناما ئهندامی وەردگرى ژ اليێ يهکا ناسينێ. ئهپهراسيونێن  

فێ سيستهمى تێن کارا برێکا دوو سيستهمێن الوەکی. ئێکهم، کونتروال الکترونی يا سهربخو ئهوا کار  



 

 

ئهندامێ ناسکری. ل دويفرا، سيستهم بريارەکا گونجاو ب   دکهت ل سهر بنهمايێ وەرگرتنا انديکسا

شێوێ فهرمانان دەردکهت، کو تێنه هنارتن بو سيستهمێ تورا ئامێرێن مال بو دارڤهکرنێ. دووەم،  

سيستهمێ کونتروال الکتورنی يا بدەستی کو پێک دێت ژ دوو بژاردان پێک دێت، ئهويش مالپهرا 

. سيستهمآ الوەکی يێ ئێکێ دهێليت سهرپهرشتيارێ  GSMن سيستهمى سهرهێال انترنێتێ و خزمهتێ 

مال کارێن سهرەکی يێن مال بکهت ل دورڤه و وەرگرتنا ئاگاهيێن هوشداريێ ل سهر رەوشا ژينگهها  

ئهندامێن مال و سهرپهرشتيارى زێدەدکهت، و کێم دکهت مهزاختنا  استراحهتا  مال. ئهڤ سيستهمه  

 ەسا ئهولههيا مال زێدەدکهت بشێوەيهکێ کارا. ئێنێرجيا نه پێدڤی دناف مالدا و ههر

الکترونيکی   بوردا  کونترولکرنا  ژ  بهرپرسيارە  مال  ئامێرێن  تورا  الکتريکی ل سهر    –سيستهمێ 

کونتروال   سيستهمێ  ژاليێ  يان  الکترونی،  کنتروال  سيستهمێ  اليێ  ژ  هنارتی  فهرمانێن  بنهمايێ 

يا ئهوتوماتيکی يان ژاليێ سهرپهرشتيارێ خانی. سهربارى خالێن سهرى، پرسناميهک    الکترونی 

تايبهت هاته ئامادەکرن بو ديارکرنا مفا و خالێن هێز يێن سيستهمێ خانيێ هوشمهند يێ پێشنيارکرى  

 بو بهديهێنانا ئامانجێن ڤهکولينێ يێن سهرەکى بو دروستکرنا سيستهمێن مال يێن هوشمهند.   

  



 

 

 

 

 

 

 

 IoT  یێ پالپشت بسيستەمێ مال یا کارا و پارستی 

ئاكرێ   -ئينفورماتیك  پێشكیشكرن بو جڤاتا کولیژا تەکنیکی ك هاتیه یهنامه

رگرتنا پال  ك ژ پێتڤیێن وهك پشكهكنیكی یا دهوك وهزانكویا پولیته  -

 زانستێن کومپوتەرێ دكتورايێ ل 

 ژالیێ 

 شاکر فتاح کاک 

 2007  – صل پەروەردە زانکویا مو ا  ژ كولي - زانستێن کومپوتەرێ    لوریوس كه به 

 2008  - زانکویا دهوک    – کولیژا پەروەردە    – دبلوما باال ل زانستێن کومپوتەرێ  

 2013  -   زاخو   يا زانكوفاکولتیا زانست    –   ێ كومبيوتةر زانستێن  ماستر  

 رشتیا رپهب سه

   فراس محمود مصطفى .د  م

 عساف ڤارول پ.د  
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 رێما كوردستانا عێراقێ  تا ههحكومه

 یا زانستی وهتا خویندنا باال و توێژێنهزارهوه

 كنیكی یا دهوكزانكویا پولیته


